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SyAM Management

Intel® Active Management
Technology with Dual-Core Intel®
Xeon® Processor Based Servers

Target Audience: The target audience for this guide are system integrators and
resellers interested in building and deploying solutions built on Dual-Core Intel®
Xeon® processor based systems.

Preface

Intel has created unique Solution Deployment Guides to enable its channel partners to
provide complete solutions to their customers, backed up by top-quality technology
and support. This Deployment Guide examines the need for a more secure, robust,
and efficient management experience, which can be addressed using Dual-Core Intel®
Xeon® processor-based servers combined with hardware-enhanced management
technology available on the Intel® 945 Express chipset-based client platforms
(described below).

Intel® Active Management Technology (Intel® AMT): Using built-in platform
capabilities and popular third-party management and security applications, Intel Active
Management Technology allows IT departments to better Discover, Heal, and Protect
their networked computing assets.

Solution Overview

This document describes how the Dual-Core Intel® Xeon® processor-based server
platforms utilizing Intel® Active Managemetn Technology and SyAM* Management
software coupled with Intel AMT-enabled clients can be deployed to address the
problems that a small to medium sized business (SMB) must contend with on a daily
basis.

SyAM Manageability Software Benefits

The SyAM Management software provides powerful reporting and management

capabilities. Here is a list of features that are mostly beneficial to your company when

they are used with Dual-Core Intel® Xeon® processor-based servers in conjunction

with Intel® 945 Express Chipset-based client platforms with Intel® Active

Management Technology (Intel® AMT) support.

e A single user interface to manage all systems

e Reporting - report on your system assets, from location, owner, function down to
the hardware configuration and the software and versions installed

e Event Logging - filter events to identify trends across your systems

e Centralized Alerting - send different categories of alerts to different administrators
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¢ Remote Management - power off and on systems

e Out of Band Management - take control of IPMI based systems when they are no
longer responding

e Remote Console - take control of a systems keyboard, video and mouse through
your browser

e Diagnose/Repair - When a system with Intel AMT support or IPMI-enabled develops
problems — either blue screen or stopped responding, the SyAM Management
software can take control of problem system. This provides the user with the
capability to diagnose and repair the managed system remotely if there is anything
wrong with the system without having to make a trip to work on the system in
person.

This Deployment Guide describes how to install and use some of the features of the
Central Monitor System on both server and client.

Solution Architecture

SyAM software can be used for managing the following systems:

e Dual-Core Intel® Xeon® processor-based servers

e Intel 945 Express Chipset-based platforms with Intel AMT support
e Laptops with Intel® Centrino® Duo technology

Administrators use Internet Explorer* or Firefox* to browse to the Central Manager
Interface to manage the above systems

Bensley Server running SyAM Server
Monitor Central

N2

N

&

N
S
] ’ Laptop running
Server runing Server Monitor Agent or Desktop running Desktop Monitor Agent or Laptop Monitor
Local Local Agent or Local

Common Notation & Terms

Intel® AMT: Intel® Active Management Technology.
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Server Monitor Central: The SyAM software provides the ability to manage Servers,
Desktops, and Notebook platforms running the SyAM Local Management Software.

Desktop Monitor Central: The SyAM software provides the ability to manage
Desktops, and Notebook platforms running the SyAM Local Management Software.

KCS: Keyboard Control Style (KCS) is an IPMI Specification interface that describes
the connection between the BMC to System Management Software (SMS).

00B: out-of-band. Communications to and from remote platforms that are not
handled by the remote platform’s Operating System (OS).

In-band: Communications to and from remote platforms that are handled by the
remote platform’s OS. The remote platform OS must be operational for in-band
communications to work.

SOL: Serial over local area network allows remote keyboard and text redirection.

IPMI: Intelligent Platform Management Interface 2.0 is a specification designed to
improve remote management and configuration capabilities.

BMC: Baseboard Management Controller.

Components to Build SyYAM Manageability
Solution

e Dual-Core Intel® Xeon® processor-based server running Windows 2003 Server
Enterprise x64 Edition R2

e Intel 945 Express Chipset-based systems with Intel AMT support running
Microsoft* Windows* XP Professional SP2

e SyAM Server Monitor Central 3.1 to install on Dual-Core Intel® Xeon® processor-
based server

e SyAM Desktop Monitor Central 3.1 to install on 945 platforms supporting AMT1

e KCS driver for Intel 945 Express chipset-based platforms supporting AMT1

NOTE:

For more details, please see the Hardware Configuration and Recommendation section.

Where to Get Manageability Solution
Components

SyAM software can be obtained from
http://www.syamsoftware.com/syam300/products/downloads.php

Please contact SyAM Software to get version newer than 3.0 or if the above link does
not work.


http://www.syamsoftware.com/syam300/products/downloads.php

SyAM Management

KCS driver can be downloaded from the following link:

http://fdbl.intel.com/servlet/contentserviet?zipped=F&0OBJID=09000d2980b7ff73

Microsoft Windows Server 2003 can be obtained from:

http://www.microsoft.com

Introduction/ZLinks

Support Information:

http://www.syamsoftware.com/

Production Information:

http://www.syamsoftware.com/syam300/products/family.php

Intel hardware setup information link:

http://support.intel.com/support/motherboards/server/<product>/manual.htm



http://fdbl.intel.com/servlet/contentservlet?zipped=F&OBJID=09000d2980b7ff73
http://www.microsoft.com/
http://www.syamsoftware.com/
http://www.syamsoftware.com/product
http://support.intel.com/support/motherboards/server/%3Cproduct%3E/manual.htm
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Bill of Materials

Hardware Configuration and
Recommendation

In order to run SyAM manageability software, here is a recommended hardware
configuration:
e At least 1 Dual-Core Intel® Xeon® processor based server
— In order to use IPMI features, you need at least one more Dual Core Intel®
Xeon® processor-based server
o At least 1 Intel® 945 Express chipset-based client with AMT1 support

Here is a sample of Dual-Core Intel® Xeon® processor-based server configuration.
See Intel’s support website for a list of tested parts to ensure compatibility.

Qty Item Manf Model

1 Motherboard Intel S5000VSA

1 Chassis

1 Power Supply 550w

2 CPU Intel Dual-Core
Intel® Xeon®
processor,
3.2Gz

2 RAM — 512MB

1 CDROM standard

1 Hard Drive SATA HDD
160GB

Here is a sample Intel 945 chipset based client configuration. See Intel’s support
website for a list of tested parts to ensure compatibility.

Qty Item Manf Model

1 Motherboard Intel 945GTPLKR
1 Chassis

1 Power Supply 550w

1 CPU Intel Intel®

10
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Pentium®
processor,
3.2Gz

RAM

2x512 MB

CDROM

standard

Hard Drive

SATA HDD
120GB

Software Configuration and Recommendation

SyAM software can be installed on both Windows and Linux. Below is a list of all the
software the user needs to build this solution on Windows:

Server Software:

Qty 1SV Application Version
Name

1 SyAM SyAM Server 3.1
Monitor Central

1 Microsoft Windows Server R2
2003 Enterprise
Xx64 Edition

1 Microsoft IE Browser 6.0 or higher

Client Software:

Qty 1SV Application Version
Name

1 SyAM SyAM 3.1
Desktop/Laptop
Monitor Central

1 Microsoft Windows XP SP2
Professional

1 Microsoft IE Browser 6.0 or higher

1 Intel KCS driver

11
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Before You Begin Software
Installation

To install SyAM System Management Software 3.1, you need:
1. SyAM 3.1 installation CD, which includes:
e The Central Management products

2. Or you can download SyAM Server Monitor Central software package from SyAM
software website, which includes:

e Server Monitor Central product
e Desktop Monitor Central product

3. Dual-Core Intel® Xeon® processor-based server that meets the system
requirements for SyAM software

12
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Preparing to Install

Server Side Installation

Before you can use SyAM management software, you have to install SyAM Server
Monitor Central on Dual-Core Intel® Xeon® processor-based server first. For detailed
information, please see the section on Installing SyAM Server Monitor Central on Dual-
Core Intel® Xeon® processor-based server.

General Information for Installing SyAM Server
Monitor Central

e During the evaluation period the Central Management System can only manage 3
Desktops/Notebooks and 2 Servers.

e A reboot may be required after uninstalling and before reinstalling the software.

¢ Unformatted disks connected to a system will appear in red (critical). Formatting
the drive or removing that drive from the listing of monitored devices will clear this
condition.

e The software will open up the required firewall ports on Windows 2003 and XP
Professional.

Client Side Installation

Before you can manage the Intel® 945 Express chipset-based client system, you must
install SyAM Desktop Monitor Central software on the client machine.

For detailed information, please reference the section on Installing SyAM Desktop
Monitor Central Software on an Intel® 945 Express Chipset-based client.

13
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Installing Software

Installation Instructions — Windows

Install SyAM Server Monitor Central Software on Dual-
Core Intel® Xeon® processor based server

1. Either load the SyAM Software CD and from the on screen menu select Server
Monitor Central you want to install or double click the downloaded SyAM
executable.

If the Autorun doesn’t launch the installation program, please browse to the CD
and double click index_en.html to launch the installation program.

Here is a screenshot of installing the SyAM software from the CD.

_aix
File Edit ‘Wiew Favorites Tools Help | ﬁ'
QBack - 63 - [¥] [2] | ) Search - Favorites 421 | L~ o =

Address I@ Ci:hindex_en html j Go | Links *

SyAM Software

o RS Server Monitor Central

U L] This version of the software provides a central management interface to all Server,
Desktop Monitor Local | Desktop and Notebook systems running the management agent including the system
Notebook Monitor Local that the central management software is installed on.

Windows (6164 7

To install the Windows version of the software click on install to stant the
SenverMontorCentralill || shield wizard, then follow the Quick Start Guide for Windows.

Desktop Monitor Central
e Compatibifify: - Windows 2000 Pro, 2000 Server, 2003 Server, XP FPro
.
Linux (x86/x64)
Quick Start Guide

To install the Linux version of the software, copy the files to the system that is to
Release Notes | | ihe software and follow the Quick Start Guide for Linux.
User Manual - Local Management

User Ma I - Central Manage! f Compatibility: - Redhat, SuSE, Fedora

Contact Details

SyAM Software, Inc. German Portuguese  Spanish

[&] syam va.00 co [T T | | [ mycomputer

2. Select the Server Monitor Central on the left panel, click the red CD icon on
the right, then just follow the installation wizard instructions

14
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3. Select the proper language. The default language is English.

Choose Setup Language El

@ Select the language far thiz installation from the choices below,
1]

E r'uIi:s:h [Urited Statesz)

Click OK to continue.

4. Click Next on the Welcome page.
i'—;‘ SyAM Server Monitor Central 3.10 - InstallShield ¥izard x|

syAM Software" Welcome to the InstallShield Wizard for SyAM
Server Monitor Central 3.10

The InstallShieldiR) Wizard will install SyAM Server Maonibar
Cenkral 3,10 on your compuker, To conkinue, click Mext,

W 3RMIMG: This program is protected by copyright law and
international treaties,

< Back

5. Select I accept the terms in license agreement, click Next to continue.

15
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i SyAM Server Monitor Central 3.10 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully

3ylM Software Inc™ Server Monitor - 30FTWARE LICENIE =
LGZREEMENT b

INFORTANT — READ BEFORE COFPYING, IN3ITALLING OR U3ING.

Thiz software and any assocliated materials, which Svil
SJoftware Incorporated (M3viM ~) has either created or

haz the ownership of or a licensable right in
[collectively, the ZJoftware)] shall not be used or loaded
until wyou hawve carefully read the following terms and :j

PSR [ I S Dorr 1lememcddanes —am avmbanemr = loe O rrmam e e

™ I accept the kerms in the license agreement

{*' I do not accept the kerms in the license agresment;

Irskall5hield

< Back I Mexk = I Cancel

6. Choose the destination folder
i SyAM Server Monitor Central 3.10 - InstallShield Wizard

Destination Folder SYAM Sﬂftware'

Click. Mext ko install ko this Folder, or click Change ko

G Inskall Sy Server Monitor Central 3. 10 ko

5w, Change... |

Irskall5hield

Cancel |

< Back

16
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If you want to make a change, click on Change button; otherwise click Next to
continue. The default directory is c:\SyAM for the SyAM software.

7. Select Server Monitor type
i'—;‘ SyAM Server Monitor Central 3.10 - InstallShield ¥izard

Select Server Type SYAM Sﬂftware'

Select the Server Manikar Tvpe

Flease select the Server Monitor Tywpe from the options below,

{* Seryer Monitor Central:  Installs Central Monitor Interface, Web
Server, and Server Manitar Agent

ImstallEhield

Cancel |

< Back

8. Do not change the RMI port default value of 1099 unless you know that value is
already in use

17
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i SyAM Server Monitor Central 3.10 - InstallShield Wizard

SyAM Software

RMI Port
RMI Port Murmber

four current RMI port number is:

|1EI'99

If wou have any conflicks other software packages
using the abowve RMI port number, please change ko
resolve conflicks,

Irskall5hield

< Back

9. SSL Enable Dialog
i SyAM Server Monitor Central 3.10 - InstallShield Wizard

551 Enahle Dialog SYAM Sﬂftware'

Select 550 Infarmation Below,

Lo wou want 551 enabled?

= Yes

' no

If wou selected "Yes" to enable S5L, the certificate generated will be unsigned and
that "Security Alert" prompts will appear once per browser session, Howewver this
does not affect the 123-bit encryvption used For nebwork transmission, Instructions
for abkaining and generating wour awn signed certificake can be Found in the S50
section of the manual.

Irskall5hield

Cancel |

< Back

18
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The default value is No. If you want more security, choose Yes.

10. Click Install if you are ready to install the SyAM Software
i SyAM Server Monitor Central 3.10 - InstallShield Wizard

Ready to Install the Program SYAM SﬂftwarE'

The wizard is ready to begin installation.

Click Install ko beqgin the inskallation,

IF wou wank to review or change any of vour installation settings, click Back. Click Cancel to
exik the wizard,

You have selected to install Server Maonitor Central,

ImstallEhield

Zancel |

< Back

By clicking on Install, it will install all the components required to run SyAM

Server Monitor Central on your hard disk.

11. Click Finish to complete the SyAM Software installation.

19
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i SyAM Server Monitor Central 3.10 - InstallShield Wizard x|

ijAM Software: InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SvwAM Server
Monitor Central 3,10, Click Finish to exit the wizard,

= Barck

Cance! |

The SyAM services will start and dynamically discover and configure your system’s
monitoring environment in the backgroud.

Install SyAM Desktop Monitor Central
Software on Intel® 945 Express Chipset-
Based Client

To insall SyAM Desktop Monitor Central on Intel 945 Express Chipset-based client is
very similar to the Server Monitor Central installation on Dual-Core Intel® Xeon®
processor-based server.

Launch the installation program if autorun doesn’t work.
Select Desktop Monitor Central to install and follow the installation wizard instructions.

Below is a screenshot of the installation program.

20
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File Edit ‘Wiew Favorites Tools Help

aBack - O - B @ |‘-_/b|,OSearch <= Favorites 421 | Lglv s

Address I@ Dilindesx_en.html

SyAM Software

System Management Software

Server Monitor Local
Desktop Monitor Local
Notebook Monitor Local

":Syll:em Management Software

Server Monitor Central
Desktop Monitor Central

Documentation

Quick Start Guide

Release Notes

User Manual - Local Management
User Manual - Central Management

Contact Details

SyAM Software, Inc.

Server Monitor Central

This version of the software provides a central management interface to all Server,
Desktop and Notebook systems running the management agent including the systam
that the central management software is installed on.

Windows (x86/x64)
To install the Windows version of the software click on install to start the
InstallShield wizard, then follow the Quick Start Guide for Windows.

Compatibifify: - Windows 2000 Pro, 2000 Server, 2003 Server, XP FPro

Linux (x86/x64)

To install the Linux version of the software, copy the files to the system that is to
run the software and follow the Quick Start Guide for Linux.

Compatibility: - Redhat, SuSE, Fedora

German Portuguese Spanish

[&] syam va.00 co

L[ [ [Stcomwee

21
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Successful Installation Indicator

22

After SyAM software has been successfully installed on a Windows system:

1.

2.

You should see C:\SyAM directory if you have not changed the destination folder
during installation.

Click on Start -> All Programs and you should see SyAM program group and
should be able to launch SyAM Server Mointor Console.

In Server Monitor Console, on Remote Management page, if you have configured
Intel AMT correctly on the managed system, and entered correct username and
password for Intel AMT, the Intel AMT page should come up.

Click on Start-> Control Panel-=Administrative Tools->Services. Confirm
that the following services are running on Windows Server 2003:

e Server Monitor Agent

e Server Monitor Central Manager

e Server Monitor Web Server
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Configuration

Before you can manage a client system, there are some configurations you need to do.
Follow each sections listed below in order to configure your client system.

Configure IP address

Before you can add a managed system to the server Management Tree, you should
configure your servers and clients with static IP addresses first.

Consult your operating system'’s user manual for how to set up static IP on that
system.

NOTE:
You need to set up a static IP on the server as well.

Install KCS Driver

In order for the SyAM agent to identify the platform that has Intel AMT support, the
Intel AMT local interface must be present. For AMT1 platforms this means the KCS
driver must be loaded.

Follow the instructions below to install KCS driver.

1. Click on Autorun to launch the KCS installation program. A screenshot is shown
below.

23
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Intel(R) PRO Network Connections |g|

Intel° PRO Network
Connections

Intel® PRO 100, 1000, and 10 GbE Connections
T

. .
Install Drivers

" Install SNMP

J Make Dnver Disk

Yiew Uszer Guides

Intel PRO

Network Connections

2. Click on Install Drivers button.

24
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i Intel(R) PRO Network Connections - InstallShield Wizard

Welcome to the InstallShield Wizard for
Intel{R ) PRO Network Connections

The InstallShield(R) Wizard will allow yvou to modify, repair, or
remove IntellR) PRO Mebwork Connections, To continue, click,
Mexk,

Intel PRO

Network Connections

[ Dext> [ Cancel

3. Click Next to continue.

Select | accept the terms in the license agreement option.

25
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i Intel(R) PRO Network Connections - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

INTEL SOFTWARE LICENSE AGREEMENT (Final, License)

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

[y not use or load this software and any associated materials (collectively, the
“Software™) until vou have carefully read the following terms and conditions. By
loading or using the Software, you agree to the terms of this Agreement. If you
do not wish to so agree, do not install or use the Software.

LICENSES: Please Mote:

L
(%) accept the terms in the license agreement:

{1 do not accept the berms in the license agreement:

< Back ” Mexk = ] [ Cancel

Click Next to continue.
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4. Select Complete option to install all the drivers.

& Intel{R) PRO Metwork Connections - InstallShield Wizard

Setup Type

Choose the setup bype that best suiks your needs,

Please select a sekup bype,

Installs drivers, Intel(R) PROSet For Windows* Device Manager, and
Advanced Mebworking Services,

Choose which program features wou want installed and where they
will be inskalled, Recommended For advanced users,

< Back “ Mext = ] [ Zancel

Click Next to continue.

27
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5. Click Install to begin the driver installation.

& Intel{R) PRO Metwork Connections - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.,

Click Install ko begin the installation,

If wou wank ko review or change any of your inskallation settings, click Back, Click Cancel ta
exik the wizard,

< Barck ]| Install H [ Cancel

28
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6. Click Finish to complete the installation. After the KCS driver is successfully
installed, the next step is to enable Intel AMT support in the BIOS and configure
Intel AMT.

i Intel{R) PRO Network Connections - InstallShield Wizard X

InstallShield Wizard Completed

To access new Features, open Device Manager, and wiew the
properties of the nebwork adapters,

Intel PRO

Network Connections

Einish

Enable Intel® AMT in BIOS

In order to use the Intel AMT feature on Intel 945 chipset based platforms, you must
enable the Intel AMT in BIOS first. Please follow the steps below to enable Intel AMT in
the BIOS.

Reboot the system, Press F2 to enter the BIOS setup.

Select Advanced on the top menu bar.

Scroll down to highlight Management Configuration, then press Enter.
Scroll down to highlight Enter AMT BX Setup and press Enter.

A window pops up with two options.

Select Enable, press Enter to save the selection.

Press F10 to save changes and exit BIOS setup.

NoghAODNR
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Configure Intel® AMT

After the Intel AMT is enabled in BIOS, your system will automatically enter Intel AMT
configuration screen. Please follow the on screen instructions to configure Intel AMT

30

settings.

1. It first prompts you for administrator password, please enter admin. Press Enter
to continue.

2. If this is the first time you are configuring Intel AMT, you will be asked to change
the administrator password. Please enter a new password and make sure you
remember it for later use.

3. Scroll down to TCP/IP option, press Enter.

4. It will prompt you with Disable Network Interface (Y/N)? Type N to continue.

5. Next you will see Enable DHCP (Y/N)? Type N to continue.

6. When prompted to enter IP address and netmask, enter the system IP address and
corresponding netmask. Press Enter to submit all the changes.

7. Scroll down to highlight Exit and press Enter.

8. When prompted to save changes, type Y to save all the change and exit the Intel

AMT configuration screen.

After a minute or two, the Intel AMT tab on the Server Monitor Console on the server
will display the Remote Management page.
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How to Use This Solution

Logging In
This section provides detailed information on how to log into the SyAM Monitor Central
interface.
There are two ways to access the SyAM user inferface on Windows 2003 Server.
One way is to click Start-=All Programs->Server Monitor Central.

The other way is to open a web browser on Windows 2003 Server with the SyAM
Monitor Central installed.

http://server IP_Address or_ server machinename:3930/

Example http://192.168.10.10:3930/

Example http://bensley-svr-4:3930/ (in this example bensley-svr-4 is the server
machine name).

If you enabled SSL during installation, you are required to use https instead of http in
the above examples.

Example https:// 192.168.10.10:3930/
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You should see the login screen like the following:

2l Log In - Microsoft Internet Explorer,

Fle Edt Wiew Favortes Tooks Help

eBack - Q B @ @ pSearch *Favor\tes 6 8' t% D ﬁ b 3

Address [€] bttp: fintel-ber-svri3930]

Links **

- search - | G0 SHi07zblocked | M Check - TR Autolink = | |Autorl [ options

administrator

% Local intranet

Figure 1: Login window

Standalone Systems (not in a Windows Domain)

e The user name and password must be valid on the system you are logging into.
e The user must have administrator rights on the system.

Systems On a Windows Domain

e The user name and password must be valid on the domain
e The user must have “Domain Admin” rights within the Windows Domain.

A valid domain name must be entered in the domain field.
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Ending the Session

When you have completed your management session, choose Log Out on the main
header. Successful logout returns you to the login window.

2 Log In - Microsoft Internet Explorer, \X

File Edit View Favorites Tools Help #

Q- ©  [x] @ & ) search 5/'¢ Favartes €2) K- & L 3

Address |a hittp: fintel-ben-svr:3930/Login v‘ Go | Links **

v search - | 50 EH107zblocked | M Check - N Autolink = | |Autorl B options A

&] Dore | | % Local intranet
/4 start (] i B 2 Microsa... - | §|AdobeRea... | Tl manageabil. . My Docume. .. B LogIn - Mic... 100% &LE . E zezem

Figure 2: Successful Logout window

For added security you will be logged out automatically after 30 minutes of inactivity.

Adding a System to Management Tree

Systems must be added to the Management Tree before they can be managed
centrally through the Sever Monitor Central software.

You can only add systems that are running SyAM Agent which is part of SyAM Server
(Desktop/Notebook) Monitor Central software package, and may only add those
systems up to the limit set by your license key.
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NOTE:

Please make sure the servers and clients being managed are configured with static IP
addresses and are on the same network.

To add a system or discover systems to be added to the Server Monitor Central,
choose Add Managed Systems from the drop down menu on the header bar.

Enter the IP address in the From and To fields
2. Enter the Location and Function that is to be applied to the discovered systems

=

To add a single system, enter the same IP address in the From and To field.

To add discover systems across a network address range, enter the lower IP
address in the From field and higher IP address in the To field.

3. Click the Apply button

4. Once the discovery process has been completed the Status will show the amount
of systems successfully added.

Below is a screenshot of Add Managed Systems window.

Add Managed Systems

| &7 Add Managed Systems |

Add Systems to be Managed

ou may sdd systems wp to the maximums permitted by your license. Select License Management for details on licensing.
IP Address Range: FFDM:|192.168.10.13 | T°:|192.163.10.13 |

Enter the information to be used for grouping the managed systems within the tree

Location: 1Fz Lat|

|_aeoty |

Status
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Server Monitor User Interface

System Details Tab

Monitor Central - Mic

s0ft Intermet Explorer

Bl Gt Yew Fgvortes Tooks Hep

QBack v v 1 &) 4|/ Sewch iFavorites W Meda €| (v L, [3

Adcress ] http:ffocahost: 3930Logn
SyAM Software’

Server Monitor

r Monitor - Central

by
Uperating 5ystem -

System Details ; VSD-8E54NCETCWR (10.7.154.129)

Sorting

[ B St || [ otworn | [ Storage | [T Soware |

System Details

system Information

Machine Name: VDN O

User:

Domain/WorkaroupwoRKoR0UP

VEDENCET DA BTt alr

Assel Humber:

Asset Date
Tnstalled:
Asset Value: | o]

Manufacturer: el Owner:

Machine Madel: P e Locatian: JFS Laa]
systen: 003, Function: 2

Erterprise Edtion Sam
05 Version: et Agent Version: 3 10.000-BL1427-3100- 27054
Cpen (SMAY
Board BIOS

Manufacturer: il Manufacturer: e Corporation

todel: S5000VEA Revision: 60015 Diater 0005 10:33:25 Ver: 09.00.10

Serial Number: Release Date:  J00ED4T| s s e

BPMC Rew: Device I 20 fiee 01 Fv Fore 00,42 SMBLOS Rev:  SS000.658.01 00 00390421 20061 43

(=21

Total CPU Utilization: 100%

WReAR) o TW) CPU 3 730Hz

Clack Speed: 3723 M
Mumber of Logical EPus; 8

Memory

Memory Liror Rate
S Bl Moy Ervces
Muipls D8 Memory Cirors

Type

Physical Memory
Virtual Memory
Page File

Memory Slots:
Maximum Supported Memory:

Remote Management

This section describes how to use the Remote Management capabilities in the Server

Monitor Central.

Server Monitor Central provides remote management functions for its management
systems, including Wake on LAN, Shutdown, Restart, Remote Console, and IPMI Log

Total sample Periad

0 MH

L] 1

Total  In Use Avallable utilization
1070 M0 204 M nawn 1T
FLT 430 HET O 00 %
1691 B EETTY 145208 1H13%

3276 B

I S Cocanwanet

and IPMI over LAN for IPMI enabled systems, Intel AMT for Intel AMT enabled

systems.

a
shown in the Management Tree, then click on this icon: a7

35



SyAM Management

NOTE:

In order to use Shutdown, Restart, Remote Console options, the Local System
Management software must be running on those systems.
a SyAM: Server Monitor Central - Microsoft Internet Explorer — |EI il

File Edit Vew Favorites Tools Help | o
Q@Back * ) v [x] [2] (2|7 Search <¢Favorites & Media € | (iv o B

Address |@ htip: ocahost: 3930/Login Blco |Links >

SyAM Software® Server Monitor =T YT ¢ dd Managed Systems = || R

Remote Management : VSD-BB24NCITCWP (10.7.154.129)

Server Monitor - Central

Group by

37 SystemState || /. IPMIEventLog || /' IPMI Over LAN |

IP Address -

Shutdown / Restart

Current system state:

Wake on LAN

IP Address:

Subnet Mask:

MAC Address: , , , , ,
Cifuliz B gnizng

Remote Console

Current State: Running
ETEbIE
<| [ o] =
&l [ [ [sJLoca ntraret Yy

Remote Console

Remote Console provides mechanisms to take control of a managed systems local
screen, mouse, keyboard through Server Monitor Central interface.

Before you can successfully launch the remote console, you have to set up the

password on the managed system. Here is how to do it.

1. Click on Start-=All Programs-=>SyAM->Remote Console User Settings. The
window below will come up. Please enter a new password in the Password field,
click OK to save the change.
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Remote Console User Settings

|nzoming Connectiohs Connection 5ettingz
[v Accept Socket Connections [ Dizable Bemaote Kepboard & Painter
Passward: s [ Disable Local Kevboard & Paointer

W
Display Nurber: li 7 |20t [ Remove Deskiop Wallpaper

Iv* Enable Java Yiewer Update Handling

v Fall Consale

[ Pall Full Screen Y

YWhen Lazt Client Disconnects

. Foll On Event
Do Nething Iv Poll Foreground Window [ Rreceived Orly

 Lock Waorkstation [ Pall"indow Under Cursor

" Logoff Work station

ak. Apply

2. Now you are ready to launch remote console.
First click Enable to start service on the remote managed system and enable the
Launch Console.

3. Next click Launch Console to establish a remote console session.
Once the console launched, it will prompt you to enter password for the remote
system.
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After you entered the correct password, the screen of the remote system should

look like the screenshot below. You can use the remote system as if you logged on
it directly.

a http://192.168.10.14:5500 - Remote Console [945gtplkr-amt1] - Microsolt Internet Explorer

-
Disconnect | Options | Cliphoard | Send Ctrl-Alt-Del

Now the window presents the managed system. Once finished click on the
Disconnect button to close the window.

IPMI Event Log

Server Monitor can monitor physical events occurring on I1PMI enabled servers that
are being managed.

The IPMI event log allows administrators to retrieve and view all events occurring
reported by a specific server. In order to access the IPMI even log, the system must
be IPMI enabled and running a valid Server Monitor Agent.
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3 SyAM: Server Monitor Central - Microsoft Internet Explorer = |E| il
File Edit ‘iew Favorites Tools Help | l','
@Back v 0 v [¥ 2 | search iFavorites @ Meda & | v L B

Address I@htm:fﬂocalhost:3930ﬂ_ogin j Elso |Lnks ®
SyAM Software Server Monitor =TT . dd Managed Systems = (| EZ IR

Server Monitor - Central 7 ’.\ "
37 systemState || /. IPMIEventLog || /. IPMI Over LAN |
Group by

Operating System -
Sorting IPMI version 01.0%

Number of entries in log 91

Time of last log entry May 1, 2006 6:29:55 AM
Time of last log clear Dec 31, 1969 4:00:00 PM
Free space remaining for log entries 45712 kb

Event Log Filtering Options

& an
 Event ID Range | |Tn ‘
I I
Timestamp | Sensor Type Desctiption Event Type
4 Jan 16, 2001 | Processor (30) Processor 1 Stat Asserted: Discrete/Sensot
9:29:50 P Specific
24 Jan 16,2001 | Processor (91) Processor 2 Stat Assented: Discrete/Sensor__|
9:29:90 PM Specific
44 Jan 16, 2001 | Power Unit {013 Power Unit Asserted: Discrete/Sensar
9:29:52 PM Specific
fid Jan 16, 2001 | Systern Event (83 Assered: Discrete/Sensor
9:30:11 PM Specific
a4 Jan 16,2001 | System Event 83 Asserted: Discrete/Sensot
9:30:12 P Specific hd
4 | ]« »

|
[&] Dore [ [ [ [sJLocalintranet 4

NOTE:

IPMI tabs appear only when servers with IPMI support are enabled.

IPMI Event Retrieval

The IPMI Event Log provides the administrator with the option of retrieving and
viewing some or all the event logs.

To retrieve all the logs, select the radio button All, then click on Retrieve Events
button.

To retrieve partial logs, enter a beginning and ending event ID, click on Retrieve
Events button.

IPMI1 Over LAN

Server Monitor provides IPMI Over LAN power management and event log capabilities.
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You must first configure the BMC’s IP address and password before you can use this
IPMI Over LAN feature.

Enter the user name, password and IP address of the BMC for the managed system,
then click on Apply button to save the data.

Once you save user name, password, and IP address information, you can click on
Connect button to access the managed system’s BMC over LAN.

Once connected, you can perform the following actions.
e Power On

e Power Off — This varies by hardware platform

e Power Reset — This varies by hardware platform

e ldentify

e Event Log — This varies by hardware platform

o1
Fle Edit Yew Favortes Tools Help | e
QBack - &) - [¢] & | ) Sgarch <7 Favorites 42 ‘ ="

Address IEBJ http: ) flocalhost: 3930/Lagin j Go | Links **

SyAM Software Server Monitor (== BT 1dd Managed Systems (]| R

Remote Management : BENSLEY-3 (192.168.10.20)

Server Monitor - Central

Group by
[ 77 systemstate |[ /' PMiEventLog || A\ bl Over Lk |

Sorting

IP Address ~

, Microsoft(R) Windows(R) Server 2003
(Eer e s Gl IPMI Over LAN Status:  Wot Connected

IPMI Over LAN Chassis Options

2.168.10.20 (BENSLEY-2) Username: oW 001
EWY =0 rosowora T

IP Address: 192.168.10.20 POWENHE=En
ezl

& oore I O B = T

Intel® AMT

Systems have Intel AMT hardware presences provide an additional tab called AMT
under the Remote Management page.

From this page the user must configure the Intel AMT connection information with the
details for out of band access to the Intel AMT platform.

e |IP address — this is the IP address you entered in section Configure AMT
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e Username — Enter “admin”
e Password — Enter the password for Intel AMT configuration page

Click Apply to save all the information entered by the user.

] syAM: Server Monitor Central - Microsoft Internet Explorer =151 ]

Ele Edit Yew Favaorites Tools Help | 1',"
Q@Back + @) - [¢] 2] (h] P search i Favarites ) | (3 b B
Address [i2] hitp i/ localhost:3930/Login

| B0 |unks >
SyAM Software" Server Monitor [N BTN i.dd Managed Systems = (|

Remote Management : 945GTPLKR-AMT1 (192.168.10.14)

Server Monitor - Central

Filter By 3
[ systemstate || /. amr
Group by
Sorting AMT Configuration Information
IP Address -
I Subgroup Enterprise Mode: Enabled BIOS: NT945101.664.1590.2005.0706.1530
TLS: Disabled ROM: 1.32.0
- 3F2 b HW Crypto: Enabled Flash: 1.1.33
UL Provisioning State: Pre Netstack: 1.66.0
X 192.163.10.12 (VT-BDP-THP) SoL: Enabled AMTApps: 1660
B % 192.108.10.13 (HOOD-BDP-THP) IDE Redirect: Enabled Patch1: 0.0.0
FW Update: Enabled Patchz: 4.3.0
B X192.169.10.14 (945GTPLKR-AMT1)| | Network Interface: Enabled
f ¢ 192.168.10.20 (BENSLEY-3) Link State: up

AMT Connection Information
Hostname f IP Address: [19z.168.10.14
username:
ol [ 3]
[&] pone ’7 ,7 ,7 ’7 ,7 g Local intranet

Now you can launch the Intel AMT console by clicking Launch AMT Console.

Once the Intel AMT console comes up, the following features are available.
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Below is a screenshot of the Remote Boot page.
://192.168.10.14:16992 - Intel® Active Management Technology - Microsoft Internet Explorer

Intel* Active Management Technology
Computer: rfbs83812

System Status Remote Boot

Hardware
System
Processor
femary
Dizks

tings
User Accounts

Send Command

Here are some functions the user can perform on the client using AMT1.
e Turn power on

e Turn power off

e Cycle power off and on

e Reset

System Alert Matrix

The System Alert Matrix provides a detailed, color-coded view of the status of all
monitored components in a specific managed system.

To select individual instances, click on the appropriate boxes for each instance.
To select the entire category, click on the bolded header.

If you would like to receive email notifications, please enter the required information in
the notification setting section and click on Apply button to save changes. Click Test
Notification to send a test email and ensure your configuration is accurate.
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B!KWFWNMI:M?

| &

Qback ~ O = (=] B | Search | Favortes WMeda £ | i L 3

mus]a]hnp:fmmt:smm -] Qoo ks ™

-
SyAM Software" Sarver Monitor Rrfreah Loq out a7
-
er Monitor - Central - R -
Physical
Goneors  baver Threshsld Uppar Theashald o
Dascription Crticel Waming Curant Waming  Criticel
tme sien SMC| Hateark |SHME Sy iterm) SM5 [SMC| Natusrk
"{ ]u.lltﬂt Trap ‘l"‘ r .T-
+ [ physical Security F rFm o
» € Fans (npr) F FF I l' F T F T ¢
+ [| Temperature (2} F r¥F r r r " CF [
71 valtages (v) F O F O O C F CF C O
I Restore Sensor Theesholds
Logical Sansors Alarts Intervaly
Daseription Emad 5015 0] arwork [SHMPSyitem|  Samels  [Rasat Pared
Surart  Thrashald .ng.»{ ]u-u-g- Trap t::;n Pariod
» B Ketwork Adaplers P OR O D O
I Physic. ks F C F I T C
» 8 Logical Disks L ®F T F C ©C ©r F=w 168 ar
+[@ cPu utilization (%) [ ®wF T F O © © [l | min
* i Memory Utilization (%) “F T F ©C [ Zun 4] Min
-ﬁ Memary Error Rate CAF T F O © © [=dw [_ww
Notification Semings Example
Email Address [ 1 admin@company.com
5HS [Paner Adiress ————
Netwark Message Machine .
e Ll | 19206801
SME System C— ovasam| 13206811
Username —] Usemame
Seader's Email Address [ Lecalddmingicompany som
Senders Emal Password ————— 1
HMail server 1 Ny Com
SNMP Trap Receiver I samp.company.com

[ Local ntranet

43



SyAM Management

Troubleshooting and Known Issues

44

Central management licensing is not initialized.

This is due to the BIOS and BMC firmware too old. Updating to the latest BIOS and
BMC firmware should fix this problem.

Why can’t | see the AMT tab?

In order for you to see AMT tab, you need SyAM Server Monitor Central 3.1 and

SyAM Desktop Monitor Local 3.1 or above on an Intel 945 executive motherboard
that has AMT1 support.

Why can’t | see the IPMI tab?

IPMI is used to manage servers. In order for you to see IPMI tab, you need an
IPMI-enabled system to be able to see some of the IPMI tab.

Why is one of the managed systems in red?

Hardware health issues, such as Fan not working.

For Linux installations you can not run the installation process directly form the CD.

For Linux installations you can not install the software into the directory from which
you are running the installation.
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Solution Support

Intel has thoroughly tested and verified the components in this deployment guide.
Please continue to use your existing Intel® Support Services
(http://www.intel.com/go/Channel/Support) for information on Intel®-based
hardware, including Intel® Processors, Intel® Desktop and Server Boards, and

associated drivers.

For your convenience, Intel has worked with the following independent software

vendors, open source vendors, and application vendors to streamline technical support

for this solution. For more information on the third-party software products, please
visit the following links.

Company

Link

SyAM Software

www.syamsoftware.com
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