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LANDesk Management

Intel® Active Management
Technology (Intel® AMT) with
Dual-Core Intel® Xeon® Processor

Based Servers

Target Audience: The target audience for this guide is system integrators and
resellers interested in building and deploying solutions built on Dual-Core Intel®
Xeon® processor-based systems.

Preface

Intel has created a unique LANDesk* Manageability Solution Deployment Guide to
enable its channel partners to provide complete solutions to their customers, backed
up by top-quality technology and support. This Deployment Guide examines the need
for a more secure, robust, and efficient management experience, which can be
addressed using Dual-Core Intel® Xeon® processor-based servers combined with
hardware-enhanced Intel AMT available on the Intel® 945 Express Chipset-based
client platforms.

Intel® Active Management Technology (Intel® AMT): Using built-in platform
capabilities and popular third-party management and security applications, Intel AMT
is designed to allow IT to better Discover, Heal, and Protect their networked computing
assets.

Solution Overview

Intel has developed unique Solution Recipes that will enable its channel members to
provide complete solutions to their customers, backed by top-quality technology and
support. A solution recipe is a comprehensive document that describes how to combine
Intel® product-based ingredients to create new technology solutions for common
business challenges.

This document describes how the Dual-Core Intel® Xeon® processor-based server
platforms utilizing Intel AMT and LANDesk Management software coupled with Intel
AMT-enabled clients can be deployed to address the problems that a large business
must contend with on a daily basis.

LANDesk Manageability Software Benefits

Combining LANDesk Management Software with Intel AMT provides more benefits than
just running LANDesk Agent or Intel AMT alone.

Here are some benefits of combining LANDesk agent with Intel AMT.
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¢ Inventory — displays the device’s all inventory data scanned on core database.

e Event log -- filter events to identify trends across your systems.

e Remote boot manager — manages remote boot.

o Disable OS network — disable the OS network stack to stop the network access.

¢ Enable OS network — enable the OS network stack to enable the network access.

e Inventory history — report history of the selected device’s inventory.

e Chat — Opens a remote chat session with a device.

e Remote execute — remotely execute a command on a device.

e Shut down — remotely shut down the device.

e Reboot — remotely power cycles the device.

e Inventory scan — scan the core database inventory.

¢ Run inventory reports — generates an inventory reports.

e Out of Band Management (IPMI) - take control of IPMI based systems when they
are no longer responding.

¢ Remote control - take control of a device’s keyboard, video and mouse.

o Diagnose/Repair - When a system with Intel AMT support or IPMI-enabled develops
problems — either blue screen or stops responding, the LANDesk Management
software can take control of the problem system. This provides the user with the
capability to diagnose and repair the managed system remotely if there is anything
wrong with the system without having to make a trip to work on the system in
person.

This Deployment Guide describes how to install and use some of the features of the
LANDesk Management Suite on both server and client.

Solution Architecture

LANDesk Management software can be used for managing the following systems:
e Dual-Core Intel® Xeon® processor-based servers

o Intel® 945 Express Chipset-based Platforms with Intel AMT support

e Laptops with Intel® Centrino® Duo technology
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Dual-Core Intel® Xeon® processor-based
server running LANDesk Management
Suite 8

a/h

> ) Laptops running
Servers running LANDesk Desktops running LANDesk Management LANDesk
Management Agent Agent and Intel AMT Management
Agent

Common Notation & Terms

Intel® AMT: Intel® Active Management Technology.

KCS: Keyboard Control Style (KCS) is an IPMI Specification interface that describes
the connection between the BMC to System Management Software (SMS).

0OO0B: out-of-band. Communications to and from remote platforms that are not
handled by the remote platform’s Operating System (OS).

In-band: Communications to and from remote platforms that are handled by the
remote platform’s OS. The remote platform OS must be operational for in-band
communications to work.

SOL: Serial over local area network allows remote keyboard and text redirection.

IPMI: Intelligent Platform Management Interface 2.0 is a specification designed to
improve remote management and configuration capabilities.

BMC: Baseboard Management Controller.

Core Server: The center of a management domain. All the key files and services are
stored on the core server. A management domain has only one core server.

Console: The main LANDesk Management Suite interface.

Devices: Desktop computer, servers, laptops running LANDesk agent. A core server
can manage 10000+ devices.
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Components to Build the LANDesk
Manageability Solution

e Microsoft* Windows™> 2003 Server Enterprise Edition
e .Net Framework 1.1

e Microsoft SQL Server 2000 Enterprise Edition SP4

e Microsoft Internet Information Server* 6.0 or higher
e ASP .NETv1.1

e Microsoft Internet Explorer* 6.0 SP1 or higher

e LANDesk Management Suite 8.6.1

Where to Get Solution Components

LANDesk Management Software can be obtained from http://www.ldms.com/

Please contact Network America to get version newer than 8.6.1 or if the above link
does not work.

For LANDesk Management Suite support, please visit
http://www.landesk.com/support/

KCS driver can be downloaded from the following link
http://fdbl.intel.com/serviet/contentserviet?zipped=F&OBJID=09000d2980b7ff73

For information on how to obtain Microsoft products, please visit the following link
http://www.microsoft.com

Introduction and Links to Other Documents

Intel hardware setup information link:

http://support.intel.com/support/motherboards/server/<product>/manual.htm
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Bill of Materials

Hardware Configuration and
Recommendation

10

In order to run LANDesk manageability software, here is a recommended hardware

configuration:
e At least 1 Dual-Core Intel® Xeon® processor-based server

— In order to use IPMI features, you need at least one more Core Intel® Xeon®
processor-based server
o At least 1 Intel® 945 Express Chipset-based client with Intel AMT support

Here is a sample of Dual-Core Intel® Xeon® processor-based server configuration.
See Intel’s support website for a list of tested parts to ensure compatibility.

Qty

1
1
1
2

Item Manf
Motherboard Intel
Chassis

Power Supply

CPU Intel

RAM — 512MB
CDROM

Hard Drive

Here is a sample client configuration.

Qty

1
1
1
1

N

Item Manf
Motherboard Intel
Chassis

Power Supply

CPU Intel

RAM
CDROM

Model

S5000VSA

550w

Dual-Core Intel®
Xeon® processor,
3.2Gz

standard

SATA HDD 160GB

Model

945GTPLKR

550w

Intel® Pentium®
processor, 3.2Gz

2x512 MB

standard
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Hard Drive

SATA HDD 120GB

Software Configuration and Recommendation

LANDesk Management Suite supports Windows Server 2003 Enterprise Edition, and it
provides a common interface for managing various devices. In order to install LANDesk
Management Suite, your system has to meet some criteria before you can proceed

with the installation.

Below is a list of all the software you need to build a Microsoft Windows-based

solution:

Server Software:

Qty
1

N

Client Software:

Qty
1

ISV

Network America

Microsoft

Microsoft
Microsoft
Microsoft

Microsoft

ISV

Microsoft

Microsoft
Intel

Network America

Application Name

LANDesk
Management Suite

Windows Server
2003 Enterprise
x86 Edition

IE Browser
SQL 2000
.Net Framework

Internet
Information Server

Application Name

Windows XP
Professional

IE Browser
KCS driver

LANDesk Agent

Version

8.6.1

SP1

6.0 or higher

SP4

1.1

6.0 or higher

Version

SP2

6.0 or higher

8.6.1

11
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Before You Begin Software
Installation

Before you begin to install LANDesk Management Suite software, make sure your
server and client meet the following criteria.

Server Configuration

Microsoft Windows Server 2003 Enterprise x86 Edition SP1

Microsoft Data Access Components (MDAC) 2.8 — this can be satisfied by installing
Microsoft SQL Server 2000 SP4

Microsoft .NET Framework 1.1

Microsoft ASP.NET 1.1

Microsoft Internet Explorer 6.0 or higher

Microsoft Internet Information Server 5.0 or 6.0

A static IP address

Microsoft NT File System (NTFS)

The server used as the core server must be a standalone server. It cannot be a
primary domain controller (PDC) or a backup domain controller (BDC), or Active
Directory controller.

The server should be dedicated to the Management Suite. This is strongly
recommended.

Client Configuration

12

Microsoft Windows XP Professional SP2
Intel AMT-enabled in the BIOS

Intel AMT properly configured

KCS driver is installed for AMT

A static IP address
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Installing Software

Installing the Core Server and Console

Follow the steps below to install the core server and console.

1. If you downloaded the LANDesk Management Suite software from Network America
web site, double click on the executable to start the installation program. The
welcome screen is shown below.

:_:ﬂLANDeskI:E:I Software - InstallShield Wizard x|

Welcome to the InstallShield Wizard
for LANDesk® Software

The InstallShield Wizard{TH) wil help install LAMDeski®
Software an your compuker,  Tao conkinue, click Mexk,

< Back Mext = Cancel

Click Next to continue.

2. First the executable you downloaded extracts all the installation files into a
temporary folder. Click Change to change to a different folder if you prefer;
otherwise click Next to start extracting files to the temporary folder.

13
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:_eiLANDESk[E] Software - InstallShield Wizard

Location to Save Files
Where would vou like to save waur Files?

Flease enter the Folder where wou wank these files saved, IF the Folder does nok
exisk, it will be created for you,  To continue, click Mesxt,

Save Files in Folder:

DO LME~ 1L ACHIMT~1  IM T LA

InstallEhield

< Back I Mext = I Cancel

3. After the file extraction is complete, the LANDesk Software Install screen comes up
as shown below. Click on LANDesk Management Suite option to start the
prerequisite check. Make sure all the requirements pass.

14



LANDesk Management

£ LaMDesk®E Software Install

LANDesk® Software Install

LANDesk* Management Suite
LAMDesk Management Suite

LAMDesk Management Suite with
LAMDesk Security Suite

LAMDesk Management Suite with
LAMDesk Patch Manager

LAMDesk Management Suite with
LANDesk Server Manager

LANDesk" Security Suite
LAMDesk Security Suite
LAMDesk Patch Manager

e VI

LANDesk* Server Manager

LANDesk Server Manager

LANDesk Asset Manager | Additional console | Rollup core | Other installations

~lojx|

| v

|

4. If the server passes all the system requirements checks, click Install Now to
continue with the installation. If a check fails, fix the problem and rerun the

prerequisite check.

15
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16

;r;'.- LAMNDesk® Management Sui 6 Core Prereq Checker

Install Requirements

software web site to download therm.

non-MTFS partition is selected.

4 Backto launch screen

Prerequisite result: Q Pass Install now

Alternate Install options:

install - LANDesk Management Suite and LANDesk Security Suite
install - LANDesk Management Suite and LAMDesk Patch Manager
check requirements - Additional console

Status Requirement

Q Pass Operating System
Microsoft Windows 2000 Server
Microsoft Windows 2000 Advanced Server
Microsoft Windows 2003 Standard Server
Microsoft Windows 2003 Enterprize Server

Q Pass Service Pack
Microsoft Windows 2000: Service Pack 4
Q Pass .MET Framework

MET Frarmewark 1.1

=10l x|

LANDesk Management Suite requires a minirmurm set of campaonents in order to install. A list of the reguired
components is shown below, along with a status indicating whether aor not the required components have been
properly installed on your computer. If you are missing ary of the reguired components, visit the LANDesk

LANDesk Management Suite Core must be installed on an NTFS partition. Setup will not complete if a

Release notes
Deployment guide {pdf)
User guide {pdf)
Froduct tutarials

5. Choose a Setup Language. The default selection is English.

Choose Setup Language El

g Select the lanquaage far this installation from the choices below.
]

k. I Cancel

Click OK to continue.

6. A welcome comes up. Click Next to continue.
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ii-.‘!r1' LANDesk Software setup EI
Welcome to the LANDesk Software setup wizard »y

Welcome!

The setup wizard will guide wou thraugh instaling LAMNDesk Software on your computer. To continue, click Mesxt,

WYBRMING: This program is protected by copyright law and international treaties.

T et s Cancel

7. On the License Agreement screen, select | accept the terms in the license
agreement: (Required), click Next to continue.

17
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ii‘% LANDesk Software setup EI

License agreement

>
LANDesk:

Read the fallowing license agreement carefully.

END USER LICENSE AND MAINTENANCE AGREFMENT ("EULA™) i’

THIS IS A LEGAL AGREEMENT EETWEEN YOU AND LANDESK S30FTWARE, LTD. ANDYOR ITS AFFILIATED
COMPANIES (COLLECTIVELY REFERRED TO AS "LAWDESK"), FOR THE LICENSING OF LANDESE PROGRAMS
(DEFINED EELOW) LICENSED AND INSTALLED BY ¥OU OR ON YOUR BEHALF AND FOR ANY MAINTENANCE
OR SUPPORT PURCHASED BY ¥OU FROM LANDESE. THIS EULA ALSO GOVERNS ANY FUTURE LICENSE,
ACTIVATION, INGTALLATION, MAINTENANCE OR SUPPORT OF ADDITIONAL LANDESE PROGEAMS OR
ADDITIONAL UZERS ON EXISTING LANDESK PROGRANE.

BY IN3TALLING OR USING ANY LANDESE PROGRAM, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
EULA. IF YOU DO NOT AGREE TO ANY TERM OR CONDITION OF THIS EULA, VOU SHOULD PROMFPTLY RETURN
EACH LANDESK PROCGEAM AND ANV ACCOMPANYING MATERIALS IN AN UNDAMAGED CONDITION TO THE
VENDCER FROL WHICH VOU ACQUIRED THEM.

1. DEFINITIONS. Asusedin this EULA:

LICENZEE or YOU. The terms "Licensee" and "Vou" means the person ot entity that licenses the LANDesk Programs
pursiat to this ETLA.

=

¥ T accept the kerms in the license agreement: (Required):

" 1 do not accept the kerms in the license agreement

< Back I Mext = I Cancel

8. Click Next to accept the default destination folder.
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x
Destination folder »y
LANDesk

Setup will install LAMDezk Software in the fallowing location.
Tao install ta this folder, click Nest. To install ta a different falder, click Brawse to select it.

G Install ko
C:\Program FilesiLANDeskIManagementSuite), EHE S |

< Back Cancel

9. Select the components you want to install and click Next to continue.

If you select OS deployment and profile migration option, it requires a Windows NT

4.0 CD. For more details on these components, please consult the LANDesk
deployment document that accompanies the software.

19
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x
Program features »y
LANDesk

Optional features are alzo available, or you can install ther later,

[~ 05 deployment and profile migration:

Aukomates remote image deployment and profile migration.

[~ Web console
A service that lets you control the core server from a Wweb browser,

[~ LANDesk System Manager

Active health monitaring and alerting For wour managed devices, Microsoft Windows SHMP required.

Space required For installation: 641,257 KB

Free space on drive CY) 151,842,624 KB

< Back I Mext = I Cancel |

10. Select Create a new database now option and click Next to continue. Setup will
create a Microsoft MSDE database for you.

20
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x
Database for core server »y
LANDesk

where should the core server store device information?

{* Create a new database now

Setup can create a Microsoft MSDE database for wou.

" Add LANDesk tables to a database

‘You can add LAMNDesk data ko any of these databases:
+ Microsoft SQL Server 2000

+ Oracledi or OracleSi

« Microsoft MSDE

Cancel |

< Back

11.0n the Create a new database page, type in a password for the database. Make

sure to remember this password or write it down. You will need it later. Click Next

to continue.

21
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._| LANDesk Software setup

Create a new database

12.0n the Security Certificate page, enter an organization and certificate name for the
core server security certificate. Click Next to continue.

22
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x4
Security certificate »y
LANDesk

Ewery core server must have a security certificate ko guarantee its identity, Devices communicate with a core server only if
they have a certificate For it,

Type this server's Organization and a unique Certificate name, and Setup will create the certificate For vou.
If vou are replacing an existing core server and want your new server ko use the same certificate, copy it from the old server

after Setup completes, Entering the same Organization and Certificate name here will nat create the same certificate, and
existing devices will nok communicate with the new core server,

organization:

Certificate name:

|InteI_BensIev_Dl

< Back I Mext = I Cancel |

13. If you want people to be able to view reports shared on the server that contains
Management Suite reports, click Create a local user for viewing published
reports and enter the username and password. Click Next to continue.

23
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x
Published reports »y
LANDesk

Setup will create a local user group, called LaMDesk Reports, on the core server For viewing published reports,

If vou wank ta let non-Management Suite users view published reparts, enter the user name and password they should use,
Setup will create a local user and add them to the LAMNDesk Reports group,

¥ Create alocal user For viewing published reports

User name:

Password:

I******

Re-tvpe password:
I******

< Back I Mext = I Cancel |

14. On the Ready to install page, click Install. The Management Suite will start
installing.
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x4
Ready to install »y
LANDesk

Setup has enough information to begin the installation,

If wou wank to review or change your settings, click Back.
If vou are satisfied with yvour settings and ready ko begin, click Install,

Language: English

Install to: C:\Program FilesiLANDesk\ManagementSuite)
Installation type: Care server

Core server bype: LaMDesk Management Suite 8.6, 100,67
Management Suite Features: Mo additional Features selected
Certificate organization; Intel

Certificate name: Intel_Eensley_01

User Far published reparts: arniniskrakor

Database for core server: Create a new M3DE database

Data size: 10

Transaction log size: 1

Database destination: C:\Program Files\Microsoft SQL Server)

< Back Cancel |

15. The Installation Wizard Completed page comes up when installation finished.
Click Finish.

If you wish to import settings from a previous installation, select that option to
launch the migration process when click Finish.

25
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x
Installation complete »y
LANDesk

Installation Wizard Completed

The Installation Wizard has successfully installed LANDesk Software, Click Finish to exit the wizard.

u Do you Wiﬁh ko migrate your core settings from a previous installation? {LAMDesk 6,62, 7.0, 8.0, 8.0.1,
g.1ar 8.5

LaMDesk Software uses its security and pakch manager tool ko monitor LAMDesk Software for updates. To
enable this For your cores and consoles, install the standard LAMDesk agent on them,

= Back Cancel

16. Setup will prompt you to restart the server. Click on Yes button to finish the setup.

i LANDesk Software Installer Information ]

- You must reskart wour syskem For the configuration changes made to LARDesk Software
\:!‘) ko take effect, Click Yes to restark now or Mo if wou plan ko restart |ater,

26
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Successful Installation Indicator

With core server and console installed, you can verify if the installation was completed
successfully or not by following the instructions below.

1. Browse to C:\Program Files and make sure there is a directory LANDesk and three
sub-directories:

Assume that you did not change the destination folder during installation.

Authorization Files
ManagementSuite
Shared Files

2. Click on Start-= Control Panel-=Administrative Tools->Services.

Confirm that the following services are running on Windows Server 2003:

3. Start the management console by clicking Start-=All Programs->=LANDesk-

Intel® Alert Handler

Intel® Alert Originator

Intel® PDS

Intel® QIP Server Service

Intel® Scheduler

LANDesk Activation Service

LANDesk Device Monitor

LANDesk Inventory Server

LANDesk Policy Server

LANDesk Alert Service

LANDesk Console Redirection Service
LANDesk Management Agent

LANDesk Management Gateway Service
LANDesk Usage Service

LANDesk Agent Portal Service

LANDesk Dashboard Report Summary Service

>LANDesk Management Suite 8.

4. Log in and view inventory to confirm that core server has been scanned into the

core database.

27
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Configuration

Server Side Configuration

1. Setup Static IP Address.

If you do not know how to set up a static IP address on your Windows Server
2003, please consult the User’s Manual for Windows Server 2003 on how to set up
a static IP address.

2. Verify if Microsoft .NET Framework is installed.

The way to verify if .NET Framework is installed is use the LANDesk installation
program. When you launch the LANDesk installation program, it runs a prerequisite
check before you can actually start the installation. If the test passes, then you
have .NET Framework installed; otherwise please go to www.microsoft.com to
download and install it.

3. Verify if Microsoft ASP.NET is installed.

There are two ways to verify if ASP.NET component is installed.

e One way is run the LANDesk installation program. The prerequisite checker
verifies if ASP.NET is installed and meets the requirement of the core server.

e The other way is to go to Control Panel, select Add or Remove Programs-
>Add/Remove Windows Components->Application Server. Click on the
Details button. If ASP.NET is installed, there is a check mark in front of it. If it
is not installed, please select the component. Click OK when you are ready to
install it. It may prompt you for the Windows Server 2003 installation CD.

4. Verify if Microsoft SQL Server 2000 SP4 is installed.

Click Start-= Control Panel-=Administrative Tools->Services.

Confirm that the MSSQLSERVER service is running on Windows Server 2003.
5. Verify if Microsoft Internet Information Server is installed.

Go to the Control Panel, select Add or Remove Programs->Add/Remove Windows
Components->Application Server. Click on the Details button. If Internet
Information Server (11S) is installed, there is a check mark in front of it. If it is not
installed, please select the component; click OK when you are ready to install it. It
may prompt you for the Windows Server 2003 installation CD.

Client Side Configuration

Before you can manage a device, there are some configurations you need to complete.
Please follow each section listed below in order to configure your device.

Configure IP address

Before LANDesk Management software can discover your device, you need to
configure your device with a static IP address first.
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Please consult your operating system’s user manual for how to set up static IP on that
system.

Install KCS Driver

In order for the LANDesk agent to identify the platform that has Intel AMT support, the
Intel AMT local interface must be present. For AMT1 platforms this means the KCS

driver must be loaded.

Please follow the instructions below to install KCS driver,

Click on Autorun to launch the KCS installation program. A screenshot is shown below.
Intel(R) PRO Network Connections |E|

intel° PRO Network

Connections

Intel® PRO 100, 1000, and 10 GbE Connections

I,
e ks,

%

Install Drivers
— 5

Install SHMP

Make Dnver Dizk

Yiew Uszer Guides

Yiew Heleaze Holes

Intel PRO

Network Connections

Click Install Drivers.
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i Intel(R) PRO Network Connections - InstallShield Wizard

Welcome to the InstallShield Wizard for
Intel{R ) PRO Network Connections

The InstallShield(R) Wizard will allow yvou to modify, repair, or
remove IntellR) PRO Mebwork Connections, To continue, click,
Mexk,

Intel PRO

Network Connections

[ Dext> [ Cancel

Click Next to continue.

Select | accept the terms in the license agreement option.
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i Intel(R) PRO Network Connections - InstallShield Wizard

License Agreement Y

Please read the following license agreement carefully,

INTEL SOFTWARE LICENSE AGREEMENT (Final, License)

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

[y not use or load this software and any associated materials (collectively, the
“Software™) until vou have carefully read the following terms and conditions. By
loading or using the Software, you agree to the terms of this Agreement. If you
do not wish to so agree, do not install or use the Software.

W

LICENSES: Please Mote;
(%) accept the terms in the license agreement:

{1 do not accept the berms in the license agreement:

< Back ” Mexk = ] [ Cancel

Click Next to continue.

Select Complete option to install all the drivers.
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i Intel(R) PRO Network Connections - InstallShield Wizard

Setup Type

Choose the setup type that best suits vour needs,

Please select a setup type.

Installs drivers, Inkel(R) PROSet For Windows* Device Manager, and
Advanced Metwarking Services,

Choose which program features vou want installed and where they
will be inskalled, Recommended For advanced users,

< Back ” Mexk = ] [ Cancel

Click Next to continue.

& Intel{R) PRO Metwork Connections - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.,

Click Install ko begin the installation,

If wou wank ko review or change any of your inskallation settings, click Back, Click Cancel ta
exik the wizard,

< Barck ]| Install H [ Cancel
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Click Install to begin the driver installation.

1 Intel{R) PRO Network Connections - InstallShield Wizard rz|

InstallShield Wizard Completed

To access new Features, apen Device Manager, and wiew the
properties of the network adapters,

Intel PRO

Network Connections

Click Finish to complete the installation. After the KCS driver is successfully installed,
the next step is to enable Intel AMT support in the BIOS and configure Intel AMT.

Enable Intel® AMT in BIOS

In order to use the Intel AMT feature on Intel® 945 Express Chipset-based platforms,
you must enable Intel AMT in BIOS first. Please follow the steps below to enable Intel
AMT in the BIOS.

1. Reboot the system, Press F2 to enter the BIOS setup.

Select Advanced on the top menu bar.

Scroll down to highlight Management Configuration, then press Enter.

Scroll down to highlight Enter AMT BX Setup and press Enter.

A window pops up with two options.

Select Enable, press Enter to save the selection.

Press F10 to save changes and exit BIOS setup.

NN

33



LANDesk Management

Configure Intel® AMT

After Intel AMT is enabled in the BIOS, your system will automatically display the Intel
AMT configuration screen. Please follow the on screen instructions to configure Intel
AMT settings.

1. It first prompts you for administrator password, please enter admin. Press Enter
to continue.

2. Ifitis the first time you configure Intel AMT, it asks you to change the
administrator password. Please enter a new password and make sure you
remember it for later use.

3. Scroll down to TCP/I1P option, press Enter.

4. It will prompt you with Disable Network Interface (Y/N)? Type N to continue.

5. Next you will see Enable DHCP (Y/N)? Type N to continue.

6. When prompted to enter IP address and netmask, please enter the system IP
address and corresponding netmask. Press Enter to submit all the changes.

7. Scroll down to highlight Exit and press Enter.

8. When prompting to save change, type Y to save all the changes and exit the Intel
AMT configuration screen.

34



LANDesk Management

How to Use the Solution

This section describes how to use the LANDesk Management Suite.

Activating the Core Server

Before you can access the core server, you must first have an account setup with
LANDesk Management Suite that licenses you for the LANDesk software products and
number of nodes you purchased. You will need the contact name and password to
activate your server. If you do not have the information, please contact your LANDesk
sales representative to get the information.

W Activate LANDesk Core Server x|
ctivation I Prosy |

Thiz LAMDesk core zerver must be activated befare it can be
uzed to manage nodes on your networl,

—Select activation tpe;
% Activate thiz core server using your LAMDesk contact name and

pazsword.
Contact Mame: |4?53T o
Pazzword: Ixxxxxxxm1

" Achivate this core for a 45 day evaluation.

Activate

[ Show contents of activation file before sending.

Licenzes. .. | Claze Help
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To activate the server

1. Click Start-=All Programs-=LANDesk->Core Server Activation. The above
page will appear.

2. Click Activate this core server using your LANDesk contact name and password
option.

Enter the Contact Name and Password.
4. Click on Activate button.

w

After a minute or so, a dialog appears to tell you that you have successfully activated
your server and now you can start the console.

Logging Onto the Console

36

After you have activated the core server, now you are ready to log in the console.

Click Start-=All Programs->=LANDesk->=LANDesk Management Suite 8 to launch
the LANDesk Management Console.

Below is a screenshot of the console login screen.

LANDesk® Management Suite Console Login Screen

LANDesk® Management Suite 8.6

Chooze the LAMDezk® Management Suite core zerver to connect to:

User nare: Iadministratn:nr
Pazzword: Imxﬁ
Core server: IEEN-S"JHJ j

e
LANDesk

k. I Cancel | Help | P

The window below shows what happens if you have not activated the core server and
tries to log into the console. If you see this window, please go back to Activating the
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Core Server section and follow the instructions to activate the core server. Then try to

log in again.

E" Core Service Licensing ﬂ

The care server yau are conkecting bo dogs not appear to have a valid licenze.

To activate vour license, go to your core zerver and run the Core Server Achivation utility. [F
the core doesn't have an intermet connection, refer to the Installation and Deplopment Guide

for maore information.

Switch Care

Exit LAMDezk Conzale

Help

Below is a screenshot after you have successfully logged into the management

console.

:‘ LANDesk® Management Suite

File  Edit Wiew Tools Configure  Window  Help

=10l x|

B Oueries
% Configuration

Unmanaged Device Discovery

J 7 | X | @ @I J Layout: ICurrent vl ’TQ
J Care: SEMSLEY-SWR-4| j
5’ Hetwark Wiew Find:l I Calumn: IAn_l,l j 2y
S [ BEMWSLEY-SWR-4 [BENSLEY-SWR-4\LDMSDATA) -
: . Device Mame 05 Mame
= [Z} Devices
I ' ) My devices S i~ g ‘P Fro
ﬂ“g . . JM BEMSLEY-5WR-4 Server 2003 Microzoft Windows Server ..
4 Public devices e
H 4l devices o HOOD-BOP-TMP Intel 4T PC
ﬂ-g Uszer devices

WEBE X NB O

ﬁ Unmanaged 21| Find: I

e ﬁ:‘] Chassis

j In Colurnn IDevice Mamne

==

Device Mame | IP Address | Subnet Mask,

| 05 Description | MAC Address | 4

{fﬂ Computers
E& Find results

= Infrastructure

(i@ Intel AMT | K1) |

|

|‘I £3 item(z) selected |Backgr0und Dizcovery: Cycle Ended

|E>|@|&&|® Scheduled tasks |

Uszer: BEMSLEY-5WR-4\Administratar v

Deploying to Servers

Now you have successfully installed the core server and console, before you can

manage any systems, you have to deploy the Management Suite to your management

domain. There are four parts to server deployment:
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e Use the Agent Configuration to create a default standard LANDesk agent
configuration that includes remote control.

e Deploy this configuration to servers

e Use the Agent Configuration to create a configuration that includes other agents
you want to use.

e Deploy this configuration to devices

Agent Configuration

Here is how to create an agent configuration:

Click Tools->=Configuration-=Agent Configuration.

Click the New toolbar button.

Enter a configuration name.

Under components to install, we recommend at a minimum that you selection
Software distribution and Remote control.

Click Save when you are done.

PONPE

o

Agent configuration ;IEIEI

Agent configuration _ '

Configuration narme:
IUnnamed Configuration [ Default Canfiguration

Start Chooze the devices agents to inzstall. Click the Select all button to install all
+]- Standard LAMD esk agent agents. Click the Defaults button to reset each agent to itz original settings.
1 Custorn data farms

- Software distribution —Agents ta install
T F!erno.te sontrel ¥ Standard L&HDesk agent
- Security and patch scan

- Frequent security scan
Spyware/spplication blocker

[ Custom data foms
¥ Bemaote contral

Iv Software distibution

[ Prafile migration

Mote: 05D requirez the software distribution agent to be ingtalled

Select all | LClear all Defaults

v Perfarm full inventary scan during installation
Temporary ingtall directony

|C:Afidetod

Save Cancel Help
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Installing the new agent configuration on server

Installing remote control and inventory on a server lets you manage your server like
you manage a device.

At the Windows Server 2003 login screen:

1. First log in with administrator rights.

2. Map a drive to core server’s LDLogon share.

3. Run IPSETUP.bat to configure the server with LANDesk agents, or run
WSCFG32.exe directly.

Deploying to Devices

There are several ways to configure a device.

Manual Configuration:
1. Log into the device to which you want to do a manual configuration.
2. Map a drive to core server’s LDlogon share using Windows Explorer -> Tools ->
Map Network Drive...
3. Bring up a command line window and change directory to the mapped drive.
4. Type WSCFG32.exe on the command line to bring up the Agent Configuration
Utility as show below.
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j= Agent Configuration Utility

Target computer: 945G TPLER-&MT1 Inztall

Only thoze components specifically selected in the agent package will Cancel
be available on the device. Before a new agent configuration iz
inztalled, any existing configuration iz uninztalled.

dl:

Help

Compaonents ta ingtall;

Standard LAMDesk agent

Saftware Distribution
Remate Contral

[] Custarn Diata Forms

[1 Enable Migration Tasks
LaMDesk Trust Agent

Inztalling:

e

After the selected components are installed, it will prompt you for reboot.

Agent Configuration Utility X

oy In arder ko complete this client configuration, this computer will need ko be restarted,

G
Restart Windows now?

Click Yes to reboot the system.

Push-based Configuration:

40

1. Click Tools->Configuration->Agent Configuration to bring up the agent
configuration dialog. Please see Agent Configuration section for details.
2. Click Tools-=Distribution->Scheduled Tasks to bring up Scheduled Tasks

dialog.
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Scheduled tasks

S F @ AXe esghRed Fon

= Gﬁ ?cheduled tasks B I In Colurnn: Iﬁ 2y
=P8 My tasks
-] Default Windows Configuration Update Task | Start on | status |
[;j Al devices

-5 Al tasks

..... ﬁ All policies

----- 98 User tasks

| E:-|@| Q@ |® Scheduled tasks

Manual Device Configuration Deployment

Manual device deployment can be used for small scale device deployment. It is usually
trouble-free. It is not practical for large scale device deployment.

To configure a device manually:

1. Go to the device you want to configure.

2. Log in with administrator rights.

3. Map a drive to core server’s LDLogon share.

4. Run IPSETUP.BAT to configure the device with LANDesk agent.

IPSETUP.BAT installs configuration marked as default in Agent Configuration dialog.
Once IPSETUP.BAT finishes, the newly-configured device will show up in the console’s
network view.

Push-based Device Configuration Deployment

The LANDesk Management Suite also supports a scheduled, push-based device
configuration deployment method. In the case of Window 2003, a LANDesk agent is
not required to be present on the device.

To enable a push-based configuration of Window 2003 devices not already running the
LANDesk agent, the Management Suite scheduler service running on the core server
must be set up as follows:

1. In the console, click Configure->Services, then click the Scheduler tab.
Click Change login.

3. In the Username and Password field, enter a domain administrator account (in the
format of domain\username).

N
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4. Click on the Stop button to stop the scheduler service and click on the Start
button to restart the scheduler service.
5. Click OK to schedule the configuration.

L Configure Management Suite Seryices - | Ellﬂ
Cuztom Jobs I Multicast Intel &k T Configuration |
General I [Fvenbony Schedulsr
SErver name: BEMSLEY-5WR-4

— Scheduler zettingz

Uszer name: |adrinistratar

Mumnber of seconds between retries; I 180 _l?
Murber of zeconds to atternpt wake up; I 3':":'_%

— Interval between guery evaliations
I 1 _% IHu:uurs j
—Wiake On LAM zettings

I[P Port; I':I

— Schedule Service Statuz
Starked Sitart

s
_ s |

Stap

] Cancel Apply Help

For Windows XP, “Simple file sharing” must be disabled on the device. You can turn
off this option from the Windows Explorer. Click Tools->Folder Options, then
click on the View tab. Scroll down to the bottom of the list to uncheck Use Simple
file sharing if it is checked.
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Folder Options

Gerneral | ¥iew | File Types | Offline Files

Folder wigws
You can apply the view [such as Details or Tiles] that

woL are uzing for thiz folder to all folders,

[ Apply to Al Folders ] [ Beszet All Folders

Advanced zettings:

[] Launch folder windows in a separate process s
|2y Managing pairs of 'W'eb pages and folders
(%) Show and manage the pair as a single file
{3 Show both parts and manage them individually
{3 Show both parts but manage as a single file
Remember each folder's view zettings
[] Restore previous folder windows at logon
[] Show Control Panel in My Computer
Show encrppted or compreszed MTFS files in color
Show pop-up dezcrption for folder and desktop tems
R = cimple file sharing [Fecommended)

[ R esztore D efaults ]

ak. ][ Cancel ][ Apply

]

For Windows XP with Service Pack 2, you must also enable “File and print sharing”
in Windows firewall. This allows scheduler to connect to devices and install agents.

Intel AMT Support

If a device has Intel AMT support, but no Management Agent installed, it can be

discovered with unmanaged device discovery, moved to inventory database. Here is a

list of management features available for Intel AMT configured devices:

Inventory summary: a subset of inventory database can be queried and viewed.

Event log: a log with Intel AMT specific event

Remote boot manager: power management and several boot options can be

initiated from the remote boot manager.
Update Inventory: Does an inventory update.
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Intel AMT Provisioning Requirements
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Devices can be discovered as Intel AMT devices only after you have accessed the Intel
AMT page and changed the default password to a secure password. If you have not
done so, the device will not be identified as an Intel AMT device.

To configure the Intel AMT password, please follow the steps below:

1. Login to the console.

2. Click Configure-> Services to bring up the Configure Management Suite Services
dialog.

3. Click the Intel AMT Configuration tab.

4. Type in the current username and password that match the username and
password as configured in the Intel AMT configuration screen described in 5.2.4
Configure AMT section in order to manage the Intel AMT devices.

5. To change the username and password completes the New Intel AMT password
section.

6. Select the mode (Small business or Enterprise) that you want to use for
provisioning.

7. Click OK. This change will be made when client configuration is run.
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L Configure Management Suite Services =100 x|
General I [rventony | Scheduler |
CustomJobs | Multicast Inkel AMT Configuration

Thiz paszword will be uzed to configure and manage computers that
have Intel AT zupport. The paszword muzt be a strong passward.

— Current [ntel AT Pazsword

Uzer narme: I'E":I'-'-"rI

Ixxxxxxxx

Paszword:

Confirmn password;

Ixxxxxxxx

—Mew Intel &k T Passward

Ilzer name: I

Pazsword: I

Confirmn password; I

— Provigioning
toving a discovered Intel &M T system to My devices automatically
pravizionz it for remate management.

i~ Provision for Small-business mode.

¥ Provision for Enterprise mode uzing TLS security.

2k, I Cancel Apply Help

Managing an Intel AMT Device

After an Intel AMT configured device has been discovered and its username and
password changed, now it can be managed in a limited way without the management
agent installed.

Here is a list of features available when combined Intel AMT with the LANDesk
Management Agent.

Features Intel AMT only Intel AMT and Agent Agent only
Inventory Summary X X

Event log X X X

Remote boot manager X X

Disable OS network X

Enable OS network X
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Force vulscan on reboot X

Intel AMT Summary

To view the Intel AMT inventory summary, right click the device in All Devices list and
click Intel AMT options->=Intel AMT summary.

Intel AMT Event Log

To view the Intel AMT event log:

1. Right click the device in All Devices list and click Intel AMT options->Intel AMT
Event log.

2. To clear all data in the log, click the Clear button on the toolbar.

3. To update the entries, click the Refresh button on the toolbar.

Remote Boot Manager

With remote boot manager, you can turn power on, off, reboot. To use remote boot
manager,
1. Right click the device in All Devices list and click Intel AMT options->Intel AMT
remote boot manager.
2. Select a power command. If you want to reboot a device, select the reboot option.
a. Power on option is disabled for AMT1 devices
b. If you select Reboot option, there are a few more boot options you can select
from:
¢ Normal Boot
e Boot from CD/DVD
e Boot from local hard drive
e PXE boot
e IDE-R boot — if you select this option, you have a choice to boot form a
floppy or from CD/DVD drive.
3. Click Send to execute the command.

Using Unmanaged Device Discovery

Unmanaged Device Discovery (UDD) finds devices that have not been submitted to an
inventory scan in the core database. It has several ways to find unmanaged devices.
Here are the most commonly used two methods.

¢ Standard LANDesk agent: looks for LANDesk agent on the computer

e Network Scan: it employs ICMP ping to sweep through the network.
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Below is a screenshot of the Scanner Configuration window that employed by
Unmanaged Device Discovery.

i
Saved Configurations Mew
Save
Rename
Delete
Scan for devices an the net using the following discoveny optiohs
[T Standard LAMDesk agent [T MT Domain Corfigure
[T FOS2 Discaveny ™| Filter by IF range
¥ Metwork Scan [T LDAR Corfigure
[ IP FingerFrint ™| Filter by IF range
[~ SHMP Configure |
Additional devices to discowver
v 1Pkl [T Chassiz v Intel AT
Scan devices uzing thiz [P range
Starting |F: Ending IF:
Subnet b azk:
[255. 255 255.0 | Add | e — |
Starting IP | EndinglP | SubnetMask |
1592168.10.9 192168.1013 255 255 2550
Schedule Task Scan Mow Cloze Help

UDD provides additional methods to discover devices. You must check either Standard
LANDesk agent or Network Scan to enable the options listed below.

e IPMI: looks for servers with IPMI enabled.
e Intel AMT: looks for Intel AMT enabled devices. Intel AMT devices appear in the
Intel AMT folder.
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NOTE:

For more information on how to use the LANDesk Management Suite, please consult
the LANDesk User’s Manual.
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Troubleshooting and Known Issues

LANDesk Management software has issues with Intel AMT event logs. It is unable to query the
AMT event log on the remote AMT2 machine.

Unmanaged device discover can’t discover firewalled devices.

Why does the prerequisite checker always fail on Windows Server 2003 Enterprise x64 Edition
R2?

Right now LANDesk Management Suite only supports Windows Server 2003 Enterprise
Edition x86 SP1.

Can’t remote control a device.

Check that LANDesk agent has loaded on the device.

To check if LANDesk agent is loaded:

¢ In the management console’s network view, click Properties from the device’s
shortcut menu, click Agents tab to view the loaded agents.

To install the remote control agent:

e Create a agent configuration task in the console and push it to the device or
e Map a drive from the device to the core server and run WSCFG32.exe

Can’t transfer files between the console and a target device.

First check if you have Norton Antivirus running, and its Integrity Check is turned on.
If the Integrity Check is turned on, you must have temporary privileges that let you
copy files to the directory the Integrity Check protects.
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Solution Support
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Intel has thoroughly tested and verified the components in this deployment guide.
Please continue to use your existing Intel® Support Services
(http://www.intel.com/go/Channel/Support) for information on Intel®-based
hardware, including Intel® Processors, Intel® Desktop and Server Boards, and
associated drivers.

For your convenience, Intel has worked with the following independent software
vendors, open source vendors, and application vendors to streamline technical support
for this solution. For more information on the third-party hardware and software
products, please visit the following links to obtain the vendor-specific support
information.

Company Link

LANDesk Software www.landesk.com/Support
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