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Introduction 

Today’s mobi le notebooks have battery l ives of 8 hours or more, and can be connected to the 

Internet through a cel lu lar GPRS connection one moment and through an 802.11 wireless access 

point the next.  Software architects can no longer assume that the envi ronment in which their 

appl icat ions run is stat ic.  The world of mobi l i ty is here and that means power, processor speeds, 

network avai labi l i ty, security, and bandwidth are al l  subject to change without not ice. Software must 

be designed to best take advantage of what resources are avai lable, when they are avai lable. The 

mobi le notebook is becoming the target platform for appl icat ion development. This paper focuses on 

adapting an appl icat ion’s network usage to make the best use of avai lable bandwidth.  I ’ l l  

demonstrate simple techniques to measure the avai lable network throughput to determine i f  i t  is 

adequate for your appl icat ion’s changing needs.  Moreover, to ensure needed data is avai lable to 

the user as quickly as possible, I  wi l l  share techniques to organize data transmissions with mobi le 

network pol ic ies.  

This paper discusses how to adjust an appl ication’s network usage to take advantage of the 

network bandwidth avai lable.  I t  does not cover detecting network connections, active network 

adapters, or adapter type or speed al l  of which were covered in my previous paper “ Implementing 

Network Detect ion for Mobi l i ty”.   

Policy Management 

At the heart of adapting software to i ts mobi le environment is mobi le pol icy management.  Mobi le 

pol icy management def ines which data is most important, least important, which can be cached 

local ly, which should be transmitted, when, and on which types and speeds of networks.  In short, 

mobi le pol icy management determines how an appl icat ion reacts to i ts mobi le environment. 

This can be as simple as using an algori thm that decides to use a local database when a network 

connection is less than 100Kbps and a network database when the connection is 100 Kbps or 

greater.  Such an algori thm would work wel l  for certain types of appl icat ions without a lot of data to 

exchange and no securi ty concerns.  However, appl icat ions with more demanding networking needs 

require sophist icated pol icy management algori thms. 

Architectural Considerations 

Architect ing for mobi l i ty does not lend i tsel f  wel l  to one solut ion that can meet needs of al l  

appl icat ions.  There are many factors that must be considered when archi tect ing a mobi le 

appl icat ion.  For example, the more data your appl icat ion needs to transfer in a short per iod of t ime, 

the greater the need to intel l igently manage those transmissions to adjust to the avai lable 

bandwidth. 

In most products, i t  makes sense to local ize the mobi le pol icy management into a single object or 

component.  Due to t ime constraints, developers often intermix the pol icy code ( the code that 

decides what data to send, how much, in what order, and when) with the network transport code 

which is simply responsible for sending and receiving the data. Separat ing the pol icy code from the 
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network transport code wi l l  make i t easier to increase the sophist icat ion of the mobi le pol icy 

management over t ime.  In the ini t ia l  version of an appl icat ion, for example, al l  the mobi le pol ic ies 

may be hard-coded into the business logic; in a subsequent release some pol ic ies may be 

conf igurable by the user.  Local iz ing pol icy management in your code also makes i t easier to take 

advantage of any system-wide mobi le pol icy management services that may, in the future, be 

produced by var ious software vendors. 

Prioritizing Data 

In an appl icat ion where a large amount of data needs to be shipped in a smal l  per iod of t ime, data 

pr ior i t izat ion is essential .  I f  the network connection is slow, i t  is important to get the data that is 

needed immediately by the user across the network f i rst.   You want to avoid your appl icat ion’s own 

data from art i f ic ia l ly becoming a barr ier to the appl ication’s abi l i ty to respond to the user.  For 

example, in a simple emai l  appl icat ion, the f i rst pr ior i ty of data is to send the subject l ines of the 

new messages to the emai l  appl icat ion, fol lowed by the ful l  text of the message the user is current ly 

poised to read f i rst.   You don’t want the appl icat ion to be in a posit ion where i t has to wait for the 

ful l  text of emai l  messages, or even worse, f i le attachments of messages the user isn’t currently 

v iewing to be received before i t  can display the text of the message the user is act ively attempting 

to view.  By sending less relevant data f i rst, fol lowed by key data required by the appl icat ion to 

respond to the user, an appl icat ion can create a blockage of data that direct ly impacts the 

perceived performance of the appl icat ion. 

There are two ways to avoid this blockage: f i rst is to properly pr ior i t ize your data.  The pr ior i ty of 

the data is a pol icy decision, and should be made by the pol icy manager.  Key points to consider 

when sett ing data prior i ty: 

•  F i rs t  th ings f i r s t .   What data is needed immediately?  Evaluate your program and look at 

what data is real ly required to be transferred before the program can respond to the user.   

In an emai l  program, i t  might be the vis ible text of the emai l  the user is current ly reading and 

the subject of other emai ls.  In a database program it might be the data of the selected 

record.  In a document viewer, when the user is reading the 57t h page of a document, i t  

might be just the text on that page and the number of pages in the tota l document. 

•  Ant ic ipa te  what  da ta  i s  needed next .   After you’ve met the immediate urgent need of the 

user, use your pol icy engine to decide what data should be transferred next.  In an emai l  

program, maybe i t’s the ful l  text of the next message after the currently open message, 

fol lowed by the ful l  text of  the message that precedes the open message.  In a sales 

person’s database appl icat ion, maybe i t  wi l l  update the other accounts owned by that sales 

person f i rst, fol lowed by accounts of other sales people.  In a document reader open to 

page 57, page 58, 59, fol lowed by 56. 

In short, the pol icy manager should attempt to determine what data is most l ikely to be 

needed next by the user.  Often that can be ascertained by knowing how users commonly 

use the product. For example, the architect of a document reader appl icat ion may know that 

users read the next page of the document 80% of the t ime, the previous page 15% of the 

t ime, and scrol l  to a random page 5% of the t ime.  Therefore the architect designs the pol icy 

manager to transfer two pages af ter the current page, fol lowed by one page before, fol lowed 



by al l  other pages. 

In some cases, i t  is necessary for the pol icy manager to ask the user for input on which data 

is most important.  In these cases, a configurat ion dialog in which the user can choose 

which types of records or data is most important.  For example, the user can speci fy the 

appl icat ion to give a higher prior i ty to:  emai ls from a specif ic person, records from a specif ic 

account, f i les of a specif ied type, etc.   Another method is to include a prior i ty in the data 

i tse l f  by al lowing the user to designate a record, f i le, emai l ,  etc as being high or low prior i ty. 

•  Get t ing the  b igges t  bang for  you r  buck,  da ta  s i ze .   In some cases, there are trade offs to 

be made when pr ior i t iz ing your data, and on low bandwidth connections you must decide 

which data wi l l  g ive you the biggest bang for your buck.  For example, in a document reader 

after transferr ing and displaying the text for the current page with placeholders where 

pictures would go, the pol icy manager may have to make a choice, either transfer and 

display the images for the current page, or download the ent i re text of the document f i rst.  

The ent ire text of the document may take less t ime to transfer than the one image, and 

therefore may have the larger impact on the user and be a better use of avai lable bandwidth. 

I f ,  for example, there are f ive records that are al l  of  equal pr ior i ty to the pol icy manager in al l  

other regards, four of them are smal l  and one is quite a bit larger, the pol icy manager should 

transfer the smal ler records f i rst which, once again, wi l l  have the biggest impact on the user. 

The second technique to avoid a data blockage is to design the transport layer to be packetized and 

support mult iple tasks.  To be more specif ic, the transport layer whi le transferr ing data across the 

network for one record must be f lex ible enough to put a current record on hold, transfer data f rom a 

higher pr ior i ty record, and then resume transferr ing data f rom the or iginal record once the higher 

pr ior i ty data is transferred. And this must be completed without resending any data that was 

previously transferred.  This type of architecture al lows the pol icy manager to better respond to the 

user’s needs.  For example, i f  the user v iews a record that is not avai lable local ly, the transfer of the 

record is immediately started; however, before the transfer is complete, the user switches the view 

to a di f ferent record that is also not avai lable local ly. Then the transfer of the f i rst record should be 

put on hold, whi le the transfer of the act ively v iewed record is processed.  Once the act ively v iewed 

record is transferred, the transfer of the or iginal record may be completed. 

Minimizing Data 

To make the best use of the avai lable network bandwidth, we must avoid consuming network 

bandwidth with unnecessary data.  There are four things I  would l ike to focus on in regard to 

minimiz ing data: (1) off l ine data stores; (2) di f ferencing; (3) restarts; and (4) compression. 

•  Of f l ine  da ta  s tores :   The term “off l ine data store” is perhaps a bit  misleading, because a 

local copy of frequently used onl ine data can dramatical ly improve the overal l  

responsiveness of an appl icat ion when it  is onl ine as wel l .   Certa in ly, when a network 

connection is not avai lable, or a user decides to disable the wireless radio to conserve 

power, having a local copy of the data is necessary to maintain an appl icat ion’s functional i ty 

and a user’s productiv i ty.  However, quite often even when onl ine, having a local copy of 

data makes i t possible to only transfer changes to data across the network, hence 

shortening the t ime the user must wait for the complete data to be avai lable.   Even on a 



slow network, i f  the di f ferences are smal l ,  the appl icat ion may remain very responsive to the 

user. For networks, such as cel lu lar, that charge for access by the minute, an off l ine data 

store can actual ly save the user money by al lowing the user to synch, disconnect, and then 

continue t work off l ine. 

•  Di f fe renc ing:   To put i t  s imply, don’t resend data you already have.  I f  your appl icat ion 

already has a copy of a record (or a f i le, emai l ,  image, etc) ei ther f rom an of f l ine data store 

or because the record was transferred ear l ier, don’t send i t again.  I f  the record was 

modif ied, only the dif ferences between the old and the new record need to be exchanged on 

the network.  The ent ire record does not need to be resent.  

•  Resta r ts :   Connections get interrupted and tasks get repr ior i t ized.  Whatever the cause, a 

data transfer may fai l  or be delayed, and the appl icat ion needs the abi l i ty to restart the 

transmission avoiding resending data that has already been sent. 

•  Compress ion :  To maximize the use of the avai lable network bandwidth, compress data 

when appl icable.  Note that not only wi l l  compressing data make the data transmission 

faster, i t  could also save the user real money, as some types of network connections charge 

by the minute or Megabyte, as with certa in GPRS or publ ic hot-spots.  In addit ion, there may 

be some power benef i ts i f  a wireless network card is transmitt ing for a shorter per iod of 

t ime. 

Network Policy 

Not al l  networks are created equal. Some have shared bandwidth, whi le others have dedicated 

bandwidth.  Some permit a high level of securi ty whi le others do not.  Some cost $4 a megabyte 

whi le others have unl imited usage.  The mobi le pol icy manager detects the type of network that is 

being used for the network connection and decides how, i f  at a l l ,  the appl icat ion wi l l  make use of 

that network. 

Below are network attr ibutes that affect mobi le pol icy: 

•  Connect ion  Speed:   Connection speed is perhaps the most common attr ibute for mobi le 

pol icy managers to use.  The reason is simple, i t ’s straightforward to obtain this information 

(see: Implementing Network Detection for Mobi l i ty) ,  and it ’s avai lable on al l  adapters before 

a single packet is sent.  Typical ly th is number is ei ther the speed of the modem connection, 

the LAN connected to the computer, or the adapter speed.  I t  isn’t necessari ly the speed at 

which data can be transferred on the network, as the network may be in heavy use, or 

somewhere along the connection path is a slower router or gateway.  However, i t  does give 

the mobi le pol icy manager a good idea of the capabi l i t ies of the connection, and the types of 

data transmission i t  might want to try.   For example, i f  the connection speed was 33.6K, the 

pol icy manager may choose not to exchange data f i les over 500K.  I f  the connection speed 

was 56K, perhaps i t would al low f i les up to 1Mb to be exchanged, and i f  the connection 

speed is greater than 100K al l  f i les wi l l  be updated as needed.  
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•  Ava i lab le  Bandwidth :   Connection speed is typical ly the maximum theoret ical speed for the 

adapter or the connected LAN.  However, avai lable bandwidth is a computed value of how 

fast data actual ly passes through the network.  I f  the network is overloaded, regardless of 

what i ts theoret ical maximum speed is,  the actual amount of bandwidth avai lable to your 

appl icat ion may be substantial ly less.  Hence, a pol icy manager using Connection Speed 

alone may erroneously decide to synchronize large amounts of data on a connection that is 

over loaded and hence inadequate.  However, i f  the pol icy manager actual ly monitored the 

avai lable bandwidth of the connection as wel l ,  i t  could make better decisions. 

•  Qua l i t y  o f  Serv ice :   Qual i ty of Service (QOS) al lows an appl icat ion to request a minimum 

qual i ty of i ts connection, peek bandwidth, rate, latency, etc. The network then reserves the 

resources requested along the network path.  The caveat to QOS is that i t  requires a path in 

which al l  routers, switches, and end-nodes along the path to be QOS enabled.  I f  th is is not 

the case, QOS wi l l  fa i l .   A pol icy manager can use th is information when avai lable to 

determine potentia l  avai lable network bandwidth.  I t  can also decide i f  i t  can send certain 

types of data streams based on the qual i ty of the connection and whether or not QOS is 

avai lable on that network. 

•  Secur i t y :   Keeping the user’s data secure is the responsibi l i ty of every appl icat ion.  Each 

network connection may have a di f ferent level of securi ty.  For example, some data may 

require a VPN or an internal wired connection to send certain data, other types of data may 

be transmitted unencrypted over the publ ic Internet.  Some gateways and routers don’t 

support VPNs.  The mobi le pol icy manager can decide what type of data to exchange based 

on the securi ty of the current connection.   

•  Type:   Knowing the type of network connection, such as wired, wireless, GPRS, modem, 

etc. gives the pol icy manager the insight that al lows i t to make some intel l igent choices 

about the connection.  For instance, i f  i t  is a modem connection, the pol icy manager can 

avoid doing avai lable bandwidth tests,  as the bandwidth is accurately reported by the 

connection speed.   With the knowledge that a connection is wireless, the pol icy manager 

can expect the avai lable bandwidth to vary frequently as the signal strength var ies and other 

wireless connections share the access point.  In knowing this, the pol icy manager may be 

more conservat ive on the amount of data transferred or the size of the packets. 

With the r ight information avai lable to your mobi le pol icy manager, i t  can take that information and 

determine what the appl icat ion wi l l  do in certain situations.  Once again, there is no single solut ion 

to mobi le pol icy management, so exact ly what your appl icat ion does is dependent on the data that 

needs to be transmitted.  I f ,  for example, a large amount of data needs to be transmitted in a short 

per iod of t ime, the pol icy manager must have a solut ion for low bandwidth connections. That 

solut ion should specify what data won’t be transmitted in low bandwidth situations.  An onl ine 

database appl ication can reduce the number of database records that are synched to only the 

accounts assigned to a specif ic user or accessed in the last 15 days on low bandwidth connections.  

I t  could exchange only text based data on low bandwidth connections and ful l  b lob data on higher 

bandwidth connections.  



Combinations of the network attr ibutes may factor together to make up part of your mobi le network 

pol icy. For example, i f  the connection is wireless and a VPN is not avai lable, don’t exchange 

network data—use the off l ine data store instead.  

Power Policy 

Power is the f inal resource the mobi le pol icy manager needs to help manage.  When running on 

battery power, an appl icat ion needs to be aware of how much power remains and what can be done 

to conserve i t.   An appl icat ion can conserve power by accessing the hard disk or CD ROM less 

frequently, doing less computations, thus al lowing the CPU to switch to a low power mode, and 

transmitt ing less data over a wireless connection, thus al lowing the wireless network adapter to 

switch to a low power mode.  The mobi le pol icy manager in the appl icat ion should make intel l igent 

decisions to reduce power consumption when possible.  I t  a lso needs to know how to respond when 

power is running low to ensure that local data stores are saved and network connections are 

terminated. 

Bandwidth Detection 

There are var ious methods for est imating the avai lable network bandwidth of a connection.  For 

mobi l i ty, i t  is important to remain focused on the level of accuracy your mobi le pol icy manager 

requires to adjust the data usage of your appl icat ion.  To measure the avai lable bandwidth of a 

network, i t  is necessary to in ject probing traff ic into the network and therefore degrade the 

network’s performance.  So the f i rst step in detecting avai lable network bandwidth for mobi l i ty, is 

determining when it  is actual ly necessary.  For example, dial-up network connections are typical ly 

l imited by the speed of the modem—when the modem connects, i ts connection speed is reported by 

the interface.  Hence, when the pol icy manager detects a modem connection i t  doesn’t need to 

measure the network bandwidth. 

On wired and wireless LAN networks, the bott leneck is less l ikely to be the network adapter, and 

more l ike ly to be the avai lable bandwidth of the network.  In this case, we send probe packets 

across the network to determine i f  the avai lable bandwidth is adequate.  Once again, focus on the 

level of accuracy your mobi le pol icy manager requires.  For most mobi le appl icat ion purposes, i t  is 

not necessary to determine the maximum avai lable bandwidth of a network, but rather i f  the network 

can meet a minimum need.  The point being, that to determine the maximum avai lable bandwidth the 

probe packets wi l l  have to exceed the avai lable bandwidth of a router or switch on the path, which 

impacts everyone on the network.  I f  your mobi le pol icy manager would respond the same way i f  the 

avai lable bandwidth were 1 Mbps or 1 Gbps, i t  is not necessary to consume al l  1 Gbps of avai lable 

bandwidth of a network to prove i t  is adequate.  Also keep in mind the usage model of your 

appl ication.  I f  you are designing cl ient software that wi l l  appear on hundreds of desktops in a 

corporate environment, IT departments would be unwi l l ing to deploy software for which each cl ient 

per iodical ly consumed al l  their avai lable network bandwidth.  So i f  you expect mult iple copies of 

your appl icat ion to be running in the same network environment, you’ l l  want to be conscious of how 

your appl icat ion impacts overal l  network performance. 



To that end, let’s review a few approaches to determine i f  the avai lable bandwidth is adequate for 

the appl icat ion’s needs. 

Available Bandwidth using UDP 

First, the basics:  I f  I  send a stream of UDP packets from one end point to the other, by simply 

recording the t ime when the f i rst packet is received and the t ime when the last packet is received, I  

can compute throughput by div iding the bytes received by the number of seconds i t took to receive 

them.  Notice that this approach does not  reveal the total avai lable bandwidth of the network.  To 

know i f  we’ve exceeded the avai lable bandwidth, we look at the end-to-end del ivery t imes.  When 

the probe stream exceeds the avai lable bandwidth, the network wi l l  start to queue the packets.  A 

queued packet takes longer to reach the end point than a non-queued packet. I f  we send UDP 

packets at a rate that exceeds the avai lable bandwidth, not only wi l l  i t  resul t in packet queuing, but 

the queue wi l l  grow with each successive packet.  Therefore the overal l  end-to-end del ivery t ime for 

each successive packet wi l l  increase as wel l .   I f  we are not exceeding the avai lable bandwidth, the 

end-to-end del ivery t ime for each packet wi l l  be roughly the same for each packet.  So to determine 

i f  we’ve exceeded the avai lable bandwidth, al l  we need to add is some t ime information to the 

packets.  The information we real ly need to know is when the packet was sent from the source 

computer and when did i t  arr ived on the remote system in re lat ion to the other packets in the 

stream.  The clock starts when the f i rst packet of the probe stream is received on the remote 

system.  Contained in that f i rst packet is information that te l ls the remote system how much t ime 

should be between packets.  The remote system compares this intended arr ival  t ime of the second 

packet to the actual arr ival t ime of the second packet.  The dif ference between the two is recorded.  

I f  stream is below the avai lable bandwidth, the di f ference between the intended separat ion of the 

packets and the actual received separat ion wi l l  remain relat ively f lat.   However, i f  the probe stream 

exceeds the bandwidth of the network, the packets wi l l  be queued, and as more packets are 

queued, the di f ference between their intended arr ival t ime and their actual arr ival  t ime grows.  So i f  

we have exceeded the avai lable network bandwidth, the di f ference wi l l ,  on average, cont inue to 

grow. 

TCP Throughput 

The above approach works wel l  i f  you are try ing to measure avai lable network bandwidth for UDP 

packets; however TCP/IP is an ent i re ly di f ferent beast.  As a rel iable transport protocol , TCP 

typical ly has i ts own buffers on both sending and receiv ing systems, a return channel of ACK 

packets, and the abi l i ty to share bandwidth with other TCP connect ions.  For example, a network 

that is saturated with a single TCP connection, you would probably expect that the avai lable 

bandwidth on this network is zero.  However, because TCP shares the transport, ½ of the 

bandwidth may be avai lable to a new TCP connection. 

Since TCP has a return channel of ACK packets, i ts throughput is typical ly dependent of the Round-

Trip Time (RTT) as wel l  as the start up t ime of TCP.  Dif ferent implementat ions of TCP 

implementat ions may also dramatical ly affect the transfer capacity of the network. 



With TCP we are unable to control the exact content of packets, the rate at which packets are sent, 

and i f  they get resent.  The typical method for determining avai lable bandwidth of a single TCP 

connection is to set a t imer before transferr ing or receiv ing data, stop the t imer when the transfer is 

complete and compute the throughput by div iding the number of bytes transferred by the number of 

seconds required to transfer them.  To avoid wasting perfectly good network bandwidth, send data 

you wanted to transfer anyway.  Once the transfer is complete, the mobi le pol icy manager wi l l  have 

a better understanding of the avai lable network bandwidth, and can determine to what extent i t  wi l l  

continue to use the network connection. 

Sample Code 

Avai lable with this paper is a sample appl icat ion, UDPNetSample ,<l ink to code sample page in CR 

19240> which demonstrates the UDP method of measuring network bandwidth.  To detect network 

bandwidth, the sample appl icat ion must be running on both ends of the network connection. Choose 

a sample appl ication on either end of the network connection and enter the IP address of the other 

system running the sample appl icat ion, then press the Connect button. This al lows the appl icat ion 

to test that the remote address is accessible.  Once connected, in the edit box at the bottom of the 

dialog, enter the speed in mega bi ts per second that you would l ike to test.   

This sample appl icat ion l inks to a l ibrary, INe tBWUdp, which has a simple API for requesting 

network bandwidth.  I t  is in this l ibrary, INe tBWUdp, where the network bandwidth detection is 

accompl ished.  The simple API is def ined in the INe tBWApi .h  f i le, where each funct ion and i ts 

parameters are described.  Here is a summary of some of the funct ions in this API: 

• INetBWConnect: Called to test the IP address and establish the IP addressed used by other INetBW functions. 

• INetBWDisconnect:  Called to clear the connection state. 

• INetBWListen:  Called by the application to open a port to receive incoming BW test packets. 

• INetBWStopListening:  Close the port opened by INetBWListen. 

• INetBWTestNetSpeedAsync:  Start testing the network for a given bandwidth and return immediately without 
waiting for the test to complete. 

• NetBWTestNetSpeedSync:  Start testing the network for a given bandwidth and don’t return until the test is 
complete: 

• INetBWSetNotifyWindow:  Register a window handle to receive notifications when a connection is made or a 
test is complete. 

The source code to this l ibrary is also included, where the main class CSocketMgr  handles al l  the 

packets exchanged as wel l  as the actual test measurements. 

The key functions in CSocketMgr  are: 

UDPTestBandwidth :   This function, given a suggested bandwidth, determines the size, 

number and frequency of packets to send to the remote system, constructs the packets, and 

sends them at the determined rate.   

Hand leTestPacket :  This funct ion is cal led on the remote system each t ime a test packet 

sent by UDPTestBandwidth is received.  This funct ion simply records several key stat ist ical 



elements as the packets are received, such as: total number of packets received, total 

number of bytes received, t ime of f i rst packet received, did this packet take longer to 

transmit than previous packets? 

TestComple te :  This function is cal led when the last packet of the test is received, or the 

test has t imed out, to complete the test.  This funct ion evaluates the data accumulated 

during the test, computes the resul ts, and sends them back to the source system. 

Conclusion 

Good mobi l ized appl icat ions make the best of the avai lable network resources.  For your appl icat ion 

to best respond to the ever changing mobi le world, incorporate a mobi le pol icy manager that can 

decide how your software wi l l  respond to var ious mobi le condit ions.  This pol icy manager assures 

that the data is transferred in the r ight pr ior i ty order and pares i t  down for lower bandwidth 

connections.  I t  decides when to use certain network connections and when to use a local data 

store.  I t  can decide when it  needs to determine the avai lable network bandwidth and when an 

adapter interface speed is adequate.  The algori thms described in this paper wi l l  assist you in 

developing code to determine the avai lable network bandwidth and incorporat ing mobi le pol icy 

management into your own appl icat ions. 
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